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Case No.- 822/2022
S.No. Date of order Order or other proceedings with signature of judge
proceedings
1 2 3
1- 24/05/2022 The appeal of Mst. Roheela Sayal resubmitted today by Mr.
Muhammad Amin Ayub Advocate may be entered in the Institution Register
and put up to the Worthy Chairman for proper ordej please.
assiy
REGISTRAR "/
2- 27 S’,‘;/?/ This case is entrusted to Single Bench at Peshawar for preliminary
hearing to be put there on 13” - 2227 Notices be issued to appellant
and his counsel for the date fixed. v
CHAIRMAN
13" June, 2022 Clerk to counsel for the appellant present.
Counsel are on strike. To come up for preliminary
hearing on 30.06.2022 before S.B. Q(
(Kalim Arshad Khan)
30.06.£022 Learned counsel for the appellant present, Chalrman

Comm
may 1

As the inquiry against the appellant was conducted by

the undersigned when posted as Secretary Public Service

ssion. Therefore, it would be appropriate that the case
e placed before other bench. case is adjourned to

12.08.2022 for prel_iminary hearing before S.B.

(Fareeha Paul)
Member (E)




The

appeal of Mr§Roheela Sayal Associate Professor GGDC No.2 Hayatabad Peshawar

received today i.e. on 17.05.2022 is incomplete on the following score which is returned to the

counsel for the appellant for completion and resubmission within 15 days.

1-
2-

3-

Memorandum of appeal may be got signed by the appellant.
Appeal may be supported with by an affidavit duly attested by the Oath

Commissioner.
Certificate be given to the effect that the appellant has not filed any service appeal
earlier on the subject matter before this Tribunal.
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BEFORE THE KHYBER PAKHTUNKHWA SERVICE TRIBUNAL PESHAWAR :

Service Appeal No. 227012022

-

aN

Ms. Roheela Sayal ..........coovvevinvvreriereeneenn Appellant
Versus
The Govt. of KPK and others......................Respondents
INDEX
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1. Memo of Service Appeal - = A 1-8
5. Charg_e‘Sheet and Statement of A 9-10
Allegations : ' -

3. | Reply to Charge Sheet : 19.10.2020 B 11-13 -
4 Reply t<.) Charge Sheet on direction 16.11.2021 C 14-15
‘ of Inquiry Officer
5. Final Show Cause Notice D 16
6. Reply to final Show Cause Notice 22.04.2021 E 17-19
7. Impugned order 08.12.2021 F 20

- 8. Departmental Appeal : 08.01.2022 G 21-22
A Provincial Electronic Crimes Act, _
% -] 2016 (PECA Act) H 23-50
10. Wakalat Nama

-Appellant
Through
‘ ’
b , i - Muhammad Amin-Ayub

Advocate, High/Court

Muhammad Ghazanfar Ali
Advocate, High Court
4-B, Haroon Mansion
Khyber Bazar, Peshawar
i : Off: Tel: 091-2592458
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BEFORE THE KHYBER PAKHTUNKHWA SERVICE TRIBUNAL PESHAWAR

g | . Service Appeal No. /2022

f
% Ms. Roheela Sayal o

| Associate Professor (BPS-19).........ooooooiin Appellant
‘g - GGDC No.2 Hayatabad, Peshawar.

{ o - VERSUS
|
|

1. . The Govt. of Khyber Pakhtunkhwa
through Chief Secretary,
Civil Secretariat, Peshawar.

2. The Secretary

i ! to Govt. of Khyber Pakhtunkhwa

| ’ : Higher Education Department,

l f Civil Secretariat, Peshawar...... e Respondents

! | . SERVICE APPEAL UNDER SECTION-4 OF THE KHYBER

i PAKHTUNKHWA SERVICE TRIBUNALS ACT,I' 1974 AGAINST
THE IMPUGNED ORIGINAL ORDER DATED 08.12.2021
COMMUNICATED TO APPELLENT ON 07.01.2022 WHEREBY
RESPONDENTS NO.2 IMPOSED UPON THE APPELLANT MINOR
PUNISHMENT OF WITHHONDING OF TWO INCREMETNS FOR
TWO YEARS AGAINST WHICH SHE PREFERRED
DEPARTMENTAL APPEAL/REVIEW BEFORE THE APPELLATE

'AUTHORITY ON 18.01.2022 BUT THE SAME WAS NOT DECIDED
'WITHIN THE STIPULATED PERIOD OF 90 DAYS.

PRAYER: .

| On acceptance of the instant appeal, the. impﬁgned order dated
! . . 08.12.2021 communicated on 07.01.2022 passed by Respondent No.2 may
| graciously be set aside and appellant may be allowed her Ofiginal pay with

-effect from the due date with all back benefits.
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Respécthlly Sheweth, -
Facts giving rise to the' present appeal are as under:-

1. That the appellant is serving as Associate Professor (Pakistan Study)
(BPS-19) at GGDC No.2 Hayatabad, Peshawar. Sﬁe was ‘initially
appointed as Assistant Professor in the year 2003. Since then she has
been discharging her duties with zeal and zest and no complaint

whatsoever has ever been lodged against her. -,

2. .That.whi]e perforlning duties against the subject post, all of sudden,
disciplinéry action was initiated against the appellant being posted at
Govt. Girls Postgraduate College, Kohat and she was issued Cih'arge
Sheet and Statélnent'of Allegations (Annex:-A). The origin of the
proceedings stood upon the complaint of Ms. Jamila Khanum,

-Principal, Govt. ‘Postgraduate Girls Collége, Kohat, under- the
Prevention Electronic Crirﬁes Act, 2016. .Since' the charges were
Baseless, ill-founded, based on malafide of "the complainant
therefore, the appellant submitted a feplyr (Annex:-B) on 19.10.2020
thereby explaining her position, the same may be considered as
integral part of the instant Service Appeal. Thércafter, the so called
Fact' Finding Inquiry was conducted and '.ap.pellant was
recommended for suitable punishment. The copy of the Inquiry‘

Report was not provided.

3. That thereafter so called Fact Finding Inquiry Report was provided
fo the competent authority wherein the compétent authority was
pleas'ed to pass an order, for denovo inquiry because fhe inquiry was
not conducted in accordance with law and Rules. Consequently, Mr.

_ Sh'akeel Ahmad, Secrétary to Govt. of Khyber Pakhtunkhwa, Local
Government Rural Development Department was nominated as
‘Inquiry' Officer Who directed the appelllan't to submit her 'reply
~ pursuant to the Charge Sheet- and Statement of Allegations.
Appellant instantly.. submitted detailed Reply on ‘16.1 1.2021

: (Ahnex:-C) by explaining her position buf the same was not taken .
into consideration and without assvoc‘:iatinlg appellant into the inquiry ‘

proceedings, appellant was found guilty of misconduct. It is apprised
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that appellant requested the concerned quarter for provision of the

Fact Finding Inquiry Report but this too met the same fate.

That after the enquiry, the appellant was issued Final Show Cause
Notice (Annex:-D) by the competent authority. whereby minor
penalty of withholding of two annual increments for two years was
proposed to the appellant. Appellant submitted a Reply (4nnex:-E)
to‘t,he Final Show-CausevNotice on 22.04.2021 whereby she once
again explained her position, hoWever, appellant was handed. down
the impugned order dated 08.12.2021 (4nnex:-F) by Respondent
No.2, communicated on 07.01 .2022, whereby she was inflected upbn
minor pénalty of withholding of two annual increments for two

years.

That the appellant being disgruntled of the order ibid, availed the
remedy of Rule-3 of Appeal Rules, 1986 and preferred Departmental
Appeal (Annex:-G) on 08.01.2022 before the appellate authority but

the same was not decided within the statutory period of 90 days.

That the appellant being mortally aggrieved of the impugned
original order dated 08.12.2021 passed by Respondent No.2,
communicated to appellant on 07.01.2022, files the instant Service

Appeal on the following amongst 'other grounds:-

Grounds:

A.

That Respondents have not treated appellant in accordance with
law, rules and policy on subject and acted in violation of Article 4 of
fhe Constitution of Islamic Republic of Pakistan, 1973 and
unlawfully issued the impugned order, which is unjust, unfair and

hence not sustainable in the eye of law.

That as per Rule-4 of Khyber Pakhtunkhwa Civil Servant
(Appointment, Promotion and Transfer) Rules, 1989. the Competent
Authority in the case in hand is the Worthy Chief Minister, whereas
from the very inception appellant was departmentally proceeded by

the Respondent No.l as competent authority and issued Charge
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Sheet and . Statement of Allegatiohs and issued impugned
Notification as well who under the rules was not competent hence,
the same squarely falls under the ambit of coram-non-judice,
therefore, l_iable to be set aside being void ab-initio. It is further
averred that the impugned order passed by the Respondent No.2 who
~ was also not competent authority. Reliance is placed on 2009 SCMR

- 339, the operatlve part is as under:-

“When initial order or act relating of intuition of -«

. proceedmgs was contrary to law and illegal, then all
subsequent proceedings and action taken thereon
would have no basis and would fall”.

- That Section-15 read with Section-16 of the Khyber Pakhtunkhwa
Civil Servants Act, 1973 stipulate that civil servant shall be
regulated by Rules made, or instruction issued by the Government er
a ‘p'rescribed authority and he shall be liable to be proceeded as per
prescribed disciplinary action and penalties, therefore, it remains to
be seen that whether the requirements of the Sections ibid have been
complied with by the ReSpondentS? The pfescribed law as has been
enacted by the Provincial Government is the Khyber Pakhtunkhwa |
Government Servants (Efficiency & Discipline) Rules-:’ZOll under
which civil servant is supposed to be treated. Rule-2(1) read with
Rulé-3 of the Rules ibid, define misconduct, 'vther'efore, the offence
"~ under W]iich appellant was treated does not fall within the ambit of

Section/Rules ibid. -

That appellant was subjected for departmental proceedmgs under‘
the Provincial Electromc Crimes Act, 2016 (PECA Act Annex -H)
promulgated by the Federal Government on 19.08.2016, upon a
~ complaint filed by the Ms. Jamila Khanum, Principal Govt.
Postgraduate Girls College, Kohat on social media/Facebook.
‘Pursuant to the same, appellant was visited with the impugned order
~ dated 08.12.2021. It is significant to aver here that under Section-29
of the Act ibid, a set procedure has been embodied wherein a
complaint is lodged before the concerned quarter and as per Chapter-
‘ IIT, the Federal Government authorized the F.L.A to investigate into
"~ the complaint and if the same was found to be genuine then the
~culprit would be dealt in aceofdance with law and Rules because as

per Section-2(viii) of the Act ibid, the Code of Criminal Procedure is
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E.

applicable. The essence of the above averments is that neither the
compliant was submitted before the concerned quarter nor
investigation was conducted. It would not be wrong to mention here
that the Respondents have become complainant and Judge in their
own casev‘which is clear transgression of the principle of natural
justice as enshrined m the maxim “Nemo jadex in causa sua”
therefore, it vitiates the whole proceedings'as the Foundation of the
same is illegal. It is enunciated principle of law that the edifice

would be fall to the ground automatically if infrastructure is

defective. Reliance is placed on “2018 PLC (CS) Note-36”

“.—Rr. 2(3)(4) & $ (iv)-—Employee of National Database
and Registration Authority---Allegation of holding a
duplicate identity card—-Termination of employee after
issuing show-cause notice without giving . personal
hearing---Effect-—Principles  of  natural  justice—-
Appllcablltty-—Employee (petitioner) was terminated from
service after issuing show-cause notice without giving
personal hearin g---Validity-—Authorized officer should
have forwarded the case of employee to the competent
authority along with charge and statement of allegations
served on the employee along with explanation -of the
accused and his own findings with regard to the penalty
to be imposed--—- Opportunity of hearing had not been
provided to the employee in the present case-—Principles
of natural justice had been violated in circumstances-—
Employee had been dismissed in an undue haste- —
Conduct of department was questionable—-Impugned
action was tainted with mala fide-—- Disciplinary
proceedings were done without application of judicious
mind---Basis on which disciplinary proceedings were
initiated and conducted had already been resolved in the

" earlier round of same proceedings-- Employee had been
vexed twice with regard to same charges/allegations---
High Court observed that employee should have been
confronted with the material and record which formed
basis for passing an adverse decision---No one could be
punished merely on the basis of media reports by violating
principles of natural justice and express provision of law-

--Adverse action against any person would be illegal if it
was influenced by media reports-—--Adjudicator whether
judicial or quasi-judicial must apply a judicious and
independent mind before penalizing or passing any
adverse order against a person---Disciplinary proceedings
and termination of employee was void ab-initio having no
legal consequences---Constitutional petition was allowed
.in circumstances. [paras. 14, 15 & 16 of the judgment]”

That it is momentous to aver here that Rule- 14 of the Government

of Khyber Pakhtunkhwa Government Servants (Efficient and
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Discipline) Rules; 2011 read with Rule-5. of the Khyber
Pakhtunkhwa Civil Servant (Appeals), 1986 maintains:- ,

(1) “On receipt of report from tlie inquiry office or
inquiry committee, as the case may be, the
competent authority shall examine the report and
the relevant case material and determine whether
the inquiry has been conducted in accordance
with the provisions of these rules.

(2) - If the competent authority is satisfied that the
' inquiry has been conducted in accordance with
the provisions of these rules, it shall further
determine whether the charge or charges have

been proved against the accused or not.

(3) Where the charge or charges have not been
' proved, the competent authority shall exonerate
the accused by an order in writing, or it shall
follow the procedure as given in sub-rule (6) of

this rule.

Because the rephes so submitted by the appellant pursuant to the
Charge Sheet and Statement of Allegatlon she outright denied the
commission of the charge as leveled against her but the competent
‘authority completely failed to apply its judicial mind and relied upon
the recommendation of the Inquiry Officer which is égainst the
norms of justice. Reliance is placed on 2020 PLC CS 1291

(Supreme Court), the relevant citation is reproduced herein below

for ease to reference:-

“Reinstatement in service--- No specific
allegation proved through evidence---
Orders of the competent authority. as well as
departmental appeal were on the basis of
that they agreed with the recommendation
of the inquiry officer, they had not
scrutinized the evidence available on the file
themselves, but awarded major penalty of
dismissal from service by relying upon the
recommendation of the inquiry officer and
ignored the fact that no specific allegation
through evidence was proved against the
respondent--civil -servant-—-prosecution was
duty bound to prove the allegation for which
the respondent was charge sheeted---Service
Tribunal and rightly reinstated . the
respondent ~in  service—appeal  was
dismissed”.
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That no regular inquiry' was conducted into the case nor any

- documentary or oral evidence was recorded in presence of the

appellant nor she was awarded a chance of Cross- -examination and
provided opportunity of hearing. The entire actlon was taken.at the

back of the appellant and thus she was condemned unheard,

" therefore, clear violation of Article-10A of the Constitution of the

Islamic Repubhc of Pakistan, 1973 has been made. Moreover it is
enunc1atcd principle of law that preliminary inquiry was conducted
just to collect material against the delinquent civil servant and if the
charges are found to be proved then only regular inquiry is
conducted where ticklish fact involved. Reliance is placcd on 2007
SCMR 1673, PLJ 2016 Trc Service 321, PLJ 2011 Trc Service 12
and PLJ 2016 Tre Service 1353, | o

That Article-10A of the Constitution of the 'Isl_amic Republic. of

'Pak_istan, 1973 read with Section-16 of the Khyber Pakhtunkhwa |
Civil Servants Act, 1973 provides for the right of fair trial as per
prescribed law and Rules but the appellant was not fairly treated in

disciplinary proceedings and the impugned order, is void ab-initio as -

“well as against the principle of natural justice. Moreover, the copy of

the 'inquiry Report were not furnished to the appellant by the
Department inspite of requests which is also violation of natural

justice.

That it is a settled legal principle that even in case of minor penalty
regular iﬁquiry is conducted where factual controversies are
involved and accused must be associated with all stages of the
enquiry including the collection of oral én_d documentary evidence in
his presence and he/she must be confronted to the same and must be
afforded an opportunity of cross-examining the witnesses. In the
‘case in hand a summary enquiry was concluded in an irregular
manner and appellant was illegally found- guilty without any
evidence. Thus the impugned enquiry being irregular and the
impﬁgned order based thereon is nullity in the eye of law and hence

liable to be set aside.
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I~ That no opportunity of personal hearing was afforded to the
appellant neither by the competent authority nor by the Enquiry
Committee or by the appellate authority which are the mandatory

- requirements of law. Thus appellant was condemned unheard as the
action has been taken at the back of the appellant which is against
the principle of natural just{ce. Reliance is placed on PLD 2018
Peshawar 170.

J. That the éppellant served the Department, ever since 2003 and
during that périod she was never subjected to departmental

proceedings thus, rendered meritorious service to the department.

K. That appellant would like to offer some other grounds during the

course of arguments.

It is, therefore, humbly prayed that the instant appeal may
graciously be accepted as prayed for above.

Any other relief as deemed appropriate in the circumstances of
case not specifically asked for, may also be granted to appellant.

Through

Muhammad Ghakanfar Al,
, Advocate, High Cgurt
"Dated:16/05/2022
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CHARGE SHEET.

1, Dr. Kaam Nxaz, Chief Secretary, Khybcr Pakhtunkhwa, as Competent Auﬁhomty,

) f th&' o}ahnon that Ms. Rohela Sayal, Associate Professor in Pakistan Studies (BPS-19) Gowt.
"tfnrm Post Graduate College, Kohat has rendered herself liable 1o be proceeded against, as you .
.donmumitied the following - -acls/omissions, within the meaning of rule 03 of the Khybm

Pakhtunkhwa Government Servants, (Efﬁuency and Discipline) Ru]es, 2011

That you, held responsibie of violation-of Prevention E]eotromc Crimes Act, 2016
by criticizing Ms. Jamila Khanum, Principal, Govt. Postgraduate Girls College,
Kohat on Social Media/ Face book. ’

-!\)

By reason of the above, you appear 1o be guilty of misconduct under the rule 03 of .
the Khyber Pakhtunkhwp, Peshawar Government Servants (Efficiency &
Discipline), Rules, 2011 and have rendered yourself liable 1o all or any of the
penalties specified in rule 04 of the Rules, ibid.

(S¥]

You are, therefore, required to submit your written defence within seven days .of

the receipt of this charge sheet to the Inquiry Officer/Commitiee, as the case may
be.

£

Your written defence, if any, should reach the Inquiry Officer/Committee within the
specific period, failing which it shall be assumed that you have no defence to put in
and in that case ex-parte action shall be taken against you.

5. Intimate whether you desire 10 be heard in PErSon.

6. A statement of allegations is encloscd. ]
D L tag
gin )

~ CHIEF SECRETARY,
KHYBER PAK.HTUNKH’WA

/ o
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: ' ' DISCIPLINARY ACTION

1 L Dr. Kazim Niaz, Chief Secretary, Khyber Pakhtunkhwa, as Competent Auxthority, am
i of the opinion that Ms. Rohela Saya!, Associate Professor in Pakistan, Studies (BPS-19; Gowvi.
f Girls I.’OS( Graduate College, Koha_l has rendered herself iable lo be. proceeded against, as she
" commitied the following acls/omissions, within th- meaning of rule 03 of the Khyber

! Pakhtunkbwa Government Servants (Efficiency and Discipline) Rules, 2011.

STATEMENT OF ALLEGATIONS.

by criticizing Ms. Jamila Khanum, Prircipal, Govt. Postgraduate Girls College,

\ That she. teld responsible of violation of Prevention Electronic Crimes Act, 2016
i} Kokat on Social Media/ FFace book.
H

2. For the parpose of Inquiry against the said accused with reference to the above

ailegations, un Inquiry Officer/Inquiry Commitiee, consisting of the following, is
: consttuted under rule 10( 1)(a) of the th:d rules.

i_¥yo ::;._v eeha D, v\,\_(\ ‘? CS Sy 28 QO)

r !

TE: “rguiry Offizer ingairy Commitce shall, in accordance with the provisions of
tke >4 rules, pre: ide reasonable opportunity of hearing 1o the accused, record its
firdings and make, within thirty days of the receipt of this order, recommendations

as 13 punishment of otker appropriate action against the accused.

(PP )

4. Tte zecused and a we!! conversant sepresemitative of the department shall join the
proceedings on the dute. time and p'ioe fixed by the Inquiry Officer/Inquiry

Committee. /
/ L0un /}L‘-\L 2
@ Pm ) (5

C SECRETARY,
KHYBER PAKHTUNKHWA
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_ »1. .\\li\\\. Kaveeha Pand (PES s IN-20) L
. 2. l.‘rui‘: ?hnril’(}ul, Prinetpal, ‘ {)’?"’“\m:w:
. Gavt Superior Scienee Collepe, Peshawar, » . ‘ ) \'Y,
. LI A L
\ A\
Subject: DISCIPLINARY

QUEEDING AGAINST MRS, 2R SAY
ASSOCINITE LT “'SCBT’“ A }}l,\g, [ ] L '}QH!“‘, ] 2 NAYaly
) . JAOBUSSOR._(UEN 1), OF _ PAKISLAN _ STUDIES,
LONERNMENT GHULS 10N LURADUATL COUY LGE IOUA L AND
MR AIMAL_KIAN_ ASSISTANT._PROFESSOR._(MS:181__OF |
LAKINUAN _ STUDIES  GOVERNMENT__SUVERION . SLENCE,
COLLEGE, PESTTAWAR : T

Reference 1o the Ditectorate of Higher Educntion Khyber Pakhiunkhwa leiter
N 17946, CA- T EstBranchrA -1 2/0iss. Roheeln Savel/Pak-Sundics dited OR:10,2020 em the
subject noted above, received ns on 15.10,2020 through registered post, wherein the
tidenianed s senved with Statement of Allegattons and Charge Sheet, it 1s stated that
Charge Sheet served to the undersigned is journalized no specifie “violation has been

maentioned therein which can conclude that undersigued is held responsible under the rule 13

of the Khyber Palhtanhbwa, Peshawar Govermment Servans (Efficiency & Disciplinary)
Rutes 2011, Howeser, Para wise reply to the charges teveled aguinst the under signed are ds
anden

The undersigned is communicated that | have been held responsible of
viotatlon of Prevention Blectronie Crime Act, 2016 by eriticizame Ms Bl

Lo, Principd, Govt Padprncdunte eihils Collepe ol s Saand
Mediastiucehook, " -

4

In defence of the above leveled altegation it is stated to the Inquiry Comnnties
that no doubt T have some accounts on social media and | -lo respond o
various posts but 1 have never ever used any un-parliamentary kinguage/
wards (o any posts, specifically 1o the in-question principal. ¥ have never used
any abusive/ un-parliamentary langunge. I 1 have had, the saine should be
retlected in Churge Sheet ns.evidence. A charge sheet should be speaific, o
the point and duly supported by the cvidences but in the instamt case the
undersigned is provided with a journalized form of charge sheet,

Freedom of expression is the constitutiona! right’ of every citizen. Bvery
citizen has the right to express his opinion but not in a way to harm someone
feelings. Following such principal, 1 huve not used any word or language that
oul¢’be dealt under Prevention Elgetronie Crimes Act. 2016, 1 went through
Yentire Act ‘chupter by chapter but. Chapter<11l (26 Establishimenm of
'estigative Agency and Chapter-1ii g_g, Power of Investigation gt wy
tention with -repact 0 such. nature cases, The comminee is, therefore,
equested that before arejving any canclusion the l"t,c\;cmion Bleetroniv Crune
. Act 2016, 08 mentioned in'my charge sheet Rara-1, may please be visited so as

w not to create any contraversy toward: Prevention Eleetronic Crime Act 2016
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At Khybee Pakhinkhwa, Pestasear, Goscrnment bervants (4 Moo 8
Discipine) Rules 204§,

2 Vide Pare-2 of the Charge Sheet the unduasigned is mu’rnmc.l':r AL
hav e appeared o be guilty of misconduct under the Rule 03 of the ?_s.l's', Ler
Pakhunkhwa, Government Servants (Efhucncy & Dingipline) Ruales 201 {und

huve rendered fiable 10 ull or uny of ihe penaltics specified in rule 045 ot the
IRules ihid, '

In defence of the above mentioned Paru-2, Rule 03:of the Fhyber
Pakhtunkhwa, Government Servants (Eificiency & Disciphine) Rules, 2011
4

whercupon | have been appeared puilty of misconduet, is re’ produced as
under

“Groumls for Proceedings-4 Governmeny servant shall he hable 1 be
procecded against under these rules, if he 4s-

(1) Ineflicient or Iy ceased i he vjfivien for Ny reasin; o
thy Guilty of unsconduct: or
(<) Guiliy of corruption; or

() Guilty of habitually absenting himseff from duty witlionet prior approvad o)
leave; or I

(¢} Engaged or is reasonably helteved tw be engaged in subversve achiviiies,
or as reasonclbly belivved 10 be assuciated with other engugad tn
subversive activities, or 15 guilty of disclosurc of afficial secrets 1o any un-

authorized person, and his retention in service is prejudicial 1o nanenal
seeurinyy vr'

« () Ewtered into piva hargaining under any law for the time being in jorce end
) s - ) .‘
has returned the assets or gains acquired through corruption or carrum
practices volantarily,

I have already stated that 1 have never ever used any adverse/nbusive/ un-
parliamentary words on social media and for the subject Principal as well and
I stil have my words. | am still wonder that what heinous erime 1 bave
committed upon which | have been made liable for such mujor penalty,

I would like once again to bring kind attention of the committee towards the
Charge Sheet where the word “Criticizing” is used which does not cover
nder Rule 03(b) of the Khyber Pakhtunkhwa Government  Senants
Efficicncy & Discipline) Rules. 2011. Furthermare, it is also not clarified that
Aat kind of criticism is. made and upon what type of action such criticism is
ffered. Let -suppose | have had - criticized the Principal upon some
actions/orders o anything else then who has certified that she had the

}\)/ authority/powers to do s, to say so upon which | have offered my criticism,
. ] oo T

When we ook into the matter certain questions arises Which also'need to be
headed like (i) whether that'criticism was offered only by me? (i) whether |
was the only member of that group and ng one-else. was lhq{c‘? (ﬂi),whc;h;r‘
the: principal was also theanember of that group? (iv) how many nwmb;rs of
that group has attested the allegation? (v) what is the percentage of such -

¢
- .

[
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(o Peshawg © last tw Yeus | have

F Undee SPOse :
et 5 palicy | «
brotherey Presence o} Y but ever

Wosition
3. N
. Character aASSUN
means, The Subjuct Princip;
chnmulcx‘us i

SASSINAtion, Fire gha it

my duty ang visit ':;1‘31::.0}13“ o e
given wigh videncg, |
egularly, Attendance she
whereupon | have
insmnt’ccm'plaim.

AT Actuclly she bad frauduleni
lund vof Degree College for Boys Kohat.
resultantly she was served w

5.

meationed  in charge  sheet

whila finalizihg the enquiry report.

v

M I
Dated: 19.10,2020

venora

QSSQCiq(cd viith rofes,
ation with
Submluey Bunbhers
Y ine ymy Fetural o

ithation js bemy initiated ang we Tead
al hay persona) grudges with me. She i

complaint against me 1h
B¢ just a day i a week, A re
s assigned BS Clitsses, who were 1y
¢t of such classes have
been paid 100. When the case wy

y drawn Rs, 10,00,000/- {One

I'he ‘issue come 10 the
ith notice from D
me and my husband, being an Accounts Off;

cer (Admin), were behind
hard in that notice or anything else, Since that she |
The commitiee is once ugzin informed thay
arc  baseless, |
advcrse/abusivc/un-purliumcntary words to the com
therefore, requested that my humble submissions

Sant iotessory whe g . A
O ASSC 2t on gad o ady |

[
as%0rtatic 1, ve bl have besn drg reed

of 2pplicabion for oy Uy fne
IO YGver ey ) o oo

B+

»
» ,

e orured by fene

using his authoru, fi,e ™y
3t | reman.ed abcag: foag,
Ply o her complaintexy .anat-an .,
aht throughrwt 4. 5e5wan
also been signed by sgeh Tringpa.,
as mitigated poyitively, she waded the

Milliony cu: BSs
surfuce a year aficr,
istrict Accounts Office Kohat. She thought that
that while we have ng
s stanted my character assassination,

all the leveled alfegatiaon: o
have neither criticized nor use oy
plainant on social media (Facehoohy, 1t 1y,
A5 stated above may kindly be consdered

.

.

_ (ROHEELA SAYEL)
- ASSOCIATE PROFESSOR (BS-19)
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-To

~The Hearing Officer.
Mr. Shakeel Aimad,

Subject:

-

3

Secretary to Govt. of Khyber Pakbtunkhng, |
Local Govt, & Rural Development

DISCIPLINARY PROCEEDING AGAINST MRS, ROHEELA SANAL.

ASSOCIATE

PROFESSOR

(BES-19)_OF ~ PAKISTAN _ STUDIES,

GOV ERNMENT GIRLS POSTGRADUATE COLLEGE KOHAT AND VIR,

AIMAL
STUDIES

KHAN

ASSISTANT PROFESSOR

BI'S-18) OF PAKISTAN

PESHAWAR

¥

GOVERNMENT __SUPERIOR

SCIENCE __COLLEGE,

_ Reference (o Governmerit off ',Kh_."b?" Pakiwnkhwa Local Guvcnuricm. Elecyon
and Rural Development Dypartinen Letter No, P$:SLG: Personal Hearingf202) dated 18 102021
on the subject noted above. it is stated that Charge Sheet served o the undersigned in the subject

matter (Annexure-f) has clearly ‘mentioned tha 1 hate been he

"\Prevention Electronic Crimes Act, 2016 by eriticizing Ms, Jumila Khanum, Principal Gowvt
Postgraduate Girls College Kohat on Social Media Fiice book. By reason of the above | have been

Id regponsible for violation of

lound guilty under the rule 03 of the Khybe

r Pakhtunkhwa, Covernment Servants ( Efficiency &

for such major penalty but titl dawe

Disciplinary) Rules 2011 and haye been charged under rule 04 of the above mentioned E&D wules.

2 - Since the day fiest | ap requesting Lo the commitees constituted tis (i) Facts Fipdin ¢
commitiee and (if) Enquiry Commiitee ta show me the o\ idences whercupon | have been charged

they have not peesented a single evidence. Furthermore.

proceedings based upon Prevention Electric Crimes Act, 2016 is not the mandate of any ather
puthority except FIA (Cyber Crime Wing) because they have specialized equipment and skilled
personals to aceess the social media and verify the nlicgation with proof. While in the instat case B
b1T the actions have been taken by the depariment ane sided without consulting FIA (Cyher Crime)
pecause the complainant is an infAuential persen, having links in Direcrorate of Migher Cducution, '
Characier assassination is being initiated and the undersigned is tortured by differem means, The
subject principal has personal gnidges with undersigned, Vhe prinipal is using ber authority for
hy character assassination, = B : o Lot ’

} . vtis my humble-request to your good selt'that all iy written statements previousty
qubmitted 10 various comimittees: in this enquiry. may please be read a least unce before wiriving
any conclusion. Copics of written, statemess, submnitted (0 different committees foruma are

therefore enclosed at Annexure-11 and HI as.a ready reference. e : N .

1, .. under C'h'apwr';m.z(:!(il' 'I':';s'_t‘;ibl’ishmqnl‘m’lqvgs(igmivc Agcrie'y) and Chapier-11727-+
ower of Investigation) of Prevention Eleeirie Crimes Act, 2016,.it is-the mardute of TIa (Cyber
rime Wing). It is, thereford, requesied that the mutier may please-by forwarded @ FIA (Cyber
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:

tronic Crime Act, 20216 as mentioned
ustify the major penaily imposed upon the undersigned.

Crime Wing)to assess the allegations tinder Prevention kle¢

in Charge Sheet (Annexure-1) so asto

hat all the leveled allegations @
1.higye neither eriticized nor use any adverselubusiveun-
cial media (Facebook). Jtis, iherefore, requested that
baye may Kindly be considered while Minalizing the

The hearing officer is onceé again requesied t
nentioned in charge sheet are baseless, |
parliamentary words to the complainant an so
my humble submissions as stated.in Para-4 a
enquiry report. ' IR

.
!

Dated: 16.11.202}

/\“:}( !I ‘* ‘A.‘i":
CwLD W.,/s““ ’
ROMILASAYEL)

. ASSOCIATE PROFESSOR (BS-19)
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SHOW CAUSE NOTICE

|, Mehmood Khan, Chief Minister, Khyber Pakhtunkhwa as competent autho(l‘ty7
lunder the Khyber Pakhtunkhwa Govemment Servants (Efficiency & Dlsmpllne) Rules, 2011, do
herety serve you, Ms. Roheela Sayal, Associate Professor of Pakistan Studies (BS-19), Gowt.

Pustgraduate Girls College, Kohat, as follows: -

b That consequent upon the completion of inquiry conducted against you by the
inquiry committee for which you were given opportunity of hearing vide
communication No.KPPSC/PS-Secretary/010931-35 dated 20t October, 2020;
and

i. Ongoing through the findings and recommendations of the inquiry committee, the
material on record and other connected papers including your defence before the
inquiry committee.

| am satisfied that you have committed the following acts/omissions
specified in rule-3 of the said rules:

a. Guilty of inefficiency

b. Guilty of misconduct
2 As a result, thereof t, as Competent Authority have tentatively decided lo impése
upon. you the penalty of _: /"= e s et under Rule-4 of the said
rules. . AR I S P I
3. You are, thereof, required to show cause as to why the aforésaid penalty should

not be imposed upon you and also intimate whether you desire to be heard in person.

4, If no reply to this notice is received with seven (07) days or not more than 15 days
of its. delivery, it shall be presumed that you have no defence to putin, and i in that case an ex-parte
action shalli be taken against you.

5. A copy of the findings of the enquiry committee is enclosed.

"  (Mehmood Khan)

.! .-+ CHIEF MINISTER

; KHYBER PAKHTUNKHWA

. —_—— . VRV [
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i o
The Honoruble € hwf\”mslu‘ Khybur Pakhtaakbivg, /ﬁa,u)( /ﬁ
NMre MEHMOOD KUAN :

Subjeet: SHOW CAUSE NO'I'ICE‘ _

Henonable Sir, ‘ ” C

»
s

Kindly tefer to the Show Cause Notice served 1 the undersigned, Win e i
comnunicated that wlersigned s charged as (f) Guily of incfficiency & (i) Guilty of

misconduct and have decided to impose the major penalty of “Withhelding ol two .xnnl,.ni
:mmnwms" Copy Anneacd nlL

Pl
¥

Reepine In \'it'\\' the mposdtion ol phaye penadiy, wide oo -3 al the Sinev (g, 0
Notice, undersigned has given a chance o show Ciuse as 10 why the alorssan! fromalty Liteudyl
nut be Imposed opan the undersipned,

3. ilonorable Sir. in defence il is stated that 1 have not committed any violution
that could be charged under (i) Guilty ofinefTiciency & (ii) Guilty of misconduct. T w auld fike

to express all the facts in detwil for your perusal and reconsideration of my mquc.sth:pr:al,

(1) At Para-5 of the aforementioned show caus«. notice i mcnuoned that A copy of
the findings of the enquiry committee is enclysed” while in fact’the undersigned is
provided with a single puge of photocopied paper of “Show Cause Notice™ by the

« principal of Hayatabad Girls College Peshawar. When the relevant documeats were
'dcmundcd from Directorate of Higher Education Peshawar, Secretariat of Higher
Education Khyber Pakltunkhwa and .'Princ.ip;xl of Haymabad Girls Coliese

Peshawar they al) rcl"uscd 10 ;5rovid¢ the same on the grounds that they w

provided with oply Show Cause Notice. N

eI

This happencd not for (h(. first with undersn;,ncd, at the time when tuquiry was
mmally assigned to enquiry commnu.e the undersigned was' nlso seeved with sinals

xs%v

pager show cause notice as like (:_\nncxurc-l 1), A du.'ul reply to that Show

[t g

Nolicc was communicated to the ;..nqmry officers, wcn lhough the undrmmb(r\.;s 45, '~\\

hc1rd in ;,crson bux was just a formalu) because the commium. had no grounds ta (

deny my responsc Copy of the reply ta ﬂuu Sho.\ C.ausc Natic

which muay please be seen once. _ ;

¢ is Aunexed ut i,

o ‘e
N e
e .

.
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ih) The enquiry' initinlly wmlumul {w the e oiver, (f) W § hrcch'x Taul (POS %“

H\ 20} and (u) Prof; hhum Gal (P rmcnp.x! Govt Supnnor Science College,
3

| cshuv. Arl awas totally baned o (nm.k'.« ulh,)' Wiy o opinions of Lontavhnical:
hod unp.un.\i persons, e S
Allep ation e Critieizing uf[‘rmcqml fin Sneinl mrdm" Was I&»clcd ngﬂusx Ure

undcrs;bnul a5 well as her brothe by s Janiika hh.mum. Hrmeipil bost

Graduate YCL’”C‘,L, for \“’ol}wn.-%\ohzm Which was further c',\'ploxlcd by ihe

Directoride of Higher Eduewtion becinee of the vilvemen: of iy hrt};he; i Creld

s l.‘tnplnvccs'lln‘;on of Education Depariment. This bascleas - engutiry waymatenalized
f'? by the 1nd .1for\.mcnlmncd enquiry oﬂ'ccr: whe were. gndcr the rules |
B " “Prevention Electronic Crime Act, 2016” as mentioned in qny Charee Slucz
i’ i ' "'i\'oticc, 1ot cnpnblc to gef the Farensie .-\ixdit aof the mct)ll‘u}n- zwl_wrcn.npbn sach-
s ~ violation was committed, Furthermore, neither the inquiry 'cém mittec officers

had any technical specinlization to canduct :hc Furensie Audu uf the mcdnum
to extract evidences for justification of such violation rmr consulted any

authority of such capability. The mqmrv was started from lhc al!u.wou at the

p(mupdl and ended upon. 1he statements “of few s fellows of the. prmup:l The main

B . I

o : evidences-of the case wcm ‘not surfuced in the x.nqulr\' which coutd justify the’

\'xol ation of Prevention Electronic Crime Act, 2016 as per the proccaur e defincd in

i

ﬁ ' Prevéntion Electronic Crime Act, ”016 far auch vxol tion. :

E (¢) Andther allegation of absencc from duty was lcwlcd‘by th pnncnpal ai Post
‘ : | Graduzate Colkgc for Womcn, Kahat. Where in dufuncc of suth allegation. it is
"3 : stated that undcrsxgncd has .xm.ndcd all, hw. classes and havckfslsu comp'(.lcd the
?;1 ! . courses of aaslg,ncd «Jav;cs \\cH in time. As an L\‘idLﬁCL, { have presunted thz

1
b

; b wucndancc ShLUS oﬁhw. BS cl:l:isn\ which w,rc assiened 1o the unvc.rs igned. Itis
wonh mc.rmomng hcn, l]\dl 100“ mzu\dmu anu course cmnpkuon certilicates

commumcalcd to the Womcn Umvursu) W hich were dul\ su.m.d by lhu f’(m»t]ﬁ‘

' , : Puc.t Gr‘*duntc COlngu for\\’omcn l\ohm nsclf - Y/‘\&
1 - il

As itis C\'idC'\l t‘orm 1hc rccord that provmcml g,o\*crnment has 5pum

G LI A

-
.

i nanual n.sourm.s upon procuremuu oj Bm Mwlnc dc\'xccs tor lht. purp‘m‘ a.

! L mSurms, altgndanw m colkgca. But{as er Ihu dumuon of Pnnupnl af Post A\t

Gradunlc: Col!cgc for Wonu.n hoh.n -on Mamc dwlsc was dmonnuud e\m
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l I Keeping in view the above stated |

~ /9

‘. Iis T Yl 0 TH
thetiph that was nwarklng conditiong g ttendanee worg tecurded on pl

an papeps
Jintto give cover 1o he absenices of . blue eyed caiployces of thie
PdBe was hept under otk by the
undersigned demanded the p

. SUYC Ittt
The same dltendanee principal, Whenaver the
age 1o teeording i Atenrdance w.y refuned b record
her nttendanee,

: Ypirnra? S AU TR N . . . .
(d) Principal Poy Graduate College for Women Kohat, Miss, Jumils Kighum beeume

personil with undersigned a1 the time when here e face diselosed 1o the sill of

Post Gradugte College ror Wamen Koha by

sulacing ihe fict tha Miss Jamily
Khanum hag fraudulemly

withdrawn Rs, 10,00,000/- out the BS fund ol Boys

Gollege of Kohat, It thisregard she has served with los of reminders by the District

positing the withdrawn funds, Pretiminary enquiry
by ihe Dircctorute of Education has alyo be

Accounts Qffice Khoat for rede

.

¢n conducted in this regard,

Principal Post Ciraduate College for Women Kohat, Miss. Jamila Khanum was of

the view that | have surfaced the news of fraudulent withdrawal of funds amounting
0 Rs. 10.00,000/-, wherenpan she become personal with undersigned and
fabricated the entire seam. '

hcts, i is my humble request to the [Honorable

I Fhief Minister of Khyber Pakhtunkhwa that entire inguiry is based upon the personal grudges

uch circumstances imposition of major
enally of “Withholding of two annual increinents" is unjustific

2nd concealments of tacts and actua) evidences. In s

ooy

d. It is therefore payed that
+
ither wave oiY the penalty imposed by the inquiry committee or award this inquiry to Cyber

o

rime Wing (FIA) for Forensic Audit of the medium so as 1o ascertain the factual position of

the allegation leveled by Miss. Jamiln Khanum, Principal Post Graduate
Nahat.

College for Women

‘s I'hope yaur mereitil sight will not overlook my genuine request and will help

e undersigned in waving off the stigma from my professional charier in transparent manners,

L ]

1

Dated: The humble requestee, W

\°

| o | (ROIIEQZ{MEM

' ASSOCIATE PROFESSOR (BS-19)
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e T e . own rapiy uf fie atcused W the show cane notice and aler alior g e
c i bowsng 1o the accused while exercising the powars sonierred upus. bt
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!letfer Copy | - VC{ 2
GOVERNMENT OF KHYBER PAKHTUNKHWA
HIGHER EDUCATION, ARCHIVES &

LIBRARIES DEPARTMENT -
CIVIL SECRETARIAT '

| Dated the Peshawar 08. 1.é.2021
NOTIFICATION

NO.SO(C-DHE/1-1/2021/Roheela Sayal. Whereas the ofﬁéer was proceeded under the

Khyber Pakhtunkhwa Govt. Servants (Efficiency & Discipline) Rules, 2011 for the charges

11?cluded in the charge sheet and statement of allegations dated 02.10.2020 and the followmg
penalty was imposed tentatively:- . ' '

| S.No. 4Name & Designation - B Penalty imposed
1L Mrs. Roheela Sayal : ' ‘ “Withholding of two
: Associate Professor (BS-19) of Pak Studies, ' annual increments for
GGPGC, Kohat now workmg in GGDC No.2, Hayatabad two years”
Peshawar

B ndst: No. & Date Even

2 And whereas an Inquiry Committee comprising Miss Fareeha Paul, (PCS, SG-BPS-
20) and Prof. Sharif Gul, Principal (BS-20), ‘Govt. Super Science College, Peshawar was
constituted to probe into the allegations.

3. And whereas the Inquiry Committee after having examined the charges, evidence on
record and explanation of the accused officer submitted report.

4 Now therefore the Competent "Authority after having considered the charges,
elvidence on record, the explanation/reply of the accused to the Show Cause Notice and after
affording the opportunity of personal hearing to the accused while exercising the powers
cpnferred upon him under Rule-4 of the Khyber Pakhtunkhwa Government Servants
(Efficiency & Discipline) Rules, 2011, has been pleased to impose minor penalty of
“Withholding of two annual increments for two years” on Mrs. Roheela Sayal, Associate
Professor (BS-19), Govt. Girls Degree College No.2, Hayatabad, Peshawar.

SECRETARY
~ Higher Education Department

A

opy forwarded to the:- .

The Accountant General, Khyber Pakhtunkhwa.

Director, Higher Education, Khyber Pakhtunkhwa.

Principal, Govt. Girls Degree College No.2, Hayatabad, Peshawar.

Officer concerned.

PS to Secretary to Govt. of Khyber Pakhtunkhwa ngher Education Department.
Master file.

S

Sd/-
(Riaz)
Section Officer (Colleges-I) -
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The Honorible Chiel Minlsier, o
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lg/o//b),i,.«

.-\I'l’lw\l REGARDING_ WITHHOLDING SOF_LWO - ANNUAL
INCREMENTS WHILE DECIDING DISCIPLINARY PROCEEDING
AGAINST MRS, ROUEELA SAVAT, ASSOCIATE PROFESSOR (BI'S-
w) OF PAKISTAN NI UDIES,

) ) ! ]{(‘\])CLIC(] \“1 - . . s : S

Suhjeet:

.
s 27 PR

% | Kmdl) r-:l“cr ta lhc suluu:l nmul ﬂhn\ ¢ uml 10 s!u!c !Im( undcrsngm.d Wi Hj isssed

»

show ¢ause natice by the Chiel \Im\slu‘ Mnlm tkhmnkh\ a (Annexure-A) in light of

Charge Shc.u and statement of allegation issucd byihe ¢ lnct S‘c,(.rc .u) Khyber Pakhtunkhwa

{Annexu rc-B)

-

2, : Responding to .11)0\'c stuted Show :\usc nmm Ch.xrg,c Shc«..l and Sx.m.mem of
| ‘ \I!cuauou vmu good seif lms been provided wuh humble n,plv whxch is pl.u,ctl at “Annexure-

(o ‘l&dl‘k‘dd\'l‘eh"t‘llt_g . . - . .

~

3. . ;ln the dbu\IL referred Show-Canse \‘olu.c phccd*at \nne\urcw\, *I*have heen -

communicated that 7 hidve’ commiteed. the folluwum acls/onmsmus .s'pucgﬁul in ride-3 of the
said rufes (a) G'mllv of uu[,‘:ciencv (IN(I (11) (:mlm of: m:scomluct. Jts.a re.m!! llwreof Chief
Minister, as competent (IIHIIUI'I/J lias !enramrulr (Iuculul fo m:pmv upan nn: the pu:mlt) of
' wuhlmldmg af mwo aunudl mcraments nnder Rulc-4 of llw said rufes, Cons‘.queml) upon

lm completion ox mquny bv the enquiry oiﬁccr the undgrsmned is comnumuaud mth

LY

notification of'1 major pumshmcm of \wthholdmg. of m’o anntiad indr cmenls (:\xznc\urL-D).. '

LI
s "I..v',

———— et m 4 e e =

4, < Iiis pu Lmuu o anuon hclc um undumg,ncd is c.harm.d upon the \'ml'umn of
Prevention of I} fectranie anc Act 2016 (PI:CA) hv criticizing Ms annla»lxh.mum Prmcnpal :

_(:n\l Pos(g,mduulu( mh ( ollc;:c Kohat ou"Sounl Media/ls abook Bv n.uson of that 1 h.w :

»

| .m')cund 1o he gxxll) of mmonduu undcr mc rale 03 of the kh\'bcr l’akhtunkhwa, 1’csh.m -

.

{ Government S\.wanls { i:ﬂmcn(;y & Dgsr;npl_mc) [\y!c:;._.;O.l l (:\llllc‘\'ul‘cﬁl‘f) ,.

. 1

. ot L “ : & ) K o ot
5 [( is wunh mcmimunb llml umlw Prcvcmmn nl Llcx.mc (rmu, .\u "31)1()

(PECA), FIA Cyber Crimg Wm;, 1m> hwn usmbhéh;d g sup.mut. dq,,\u.wucd .u,cm} o

mndu«.tunqunyluw;sugalmn lurthc ol‘lcnw; lhuclmc ldu luon Dc.pmumm \\cmld huv

' m [mwzud th sanw u I IA (‘\'bu (‘nmv Wi uu,, lur 11\\'c~.!u,lllvn unﬁ&.r l‘l (.;\ ()lo_ u
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. : e g ‘. £ . irv the : department
undersigned is found guilty by the FIA Cyber Crime “mgnwuclnnquur).lhunm partme

P . Rt ¢ Discipline) Kule
may procecd under Kiiyber Pibhtunkhwa Govenuent Servant (Ffficicney & Discip )
2011, |
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. Youwr pood sell’ is therefore, gequested .
- viewed and the same enguiry

atorementioned notification at “Anncxure-D" may please be re
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miay please be forwarded 1o FIA Cyber Crime Wing for further inv Lfl!gﬂ(l(m.m the !
undersigned is true or being victimized on

o 1o aseertam ghat allegations Teveled against the .
PECA 2016 ns

persomal like & dislike and whether the undersigned hins 1eatly violated the

mentioned in my charge sheet?

I hope your good self will consider my uppeal and will ink the matier favorably.
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PARTI

Acts, Ordinances, President’s Orders ';lnd Regulations
NATIONAL ASSEMBLY SECRETARIAT

Islqmabad, the 19th August, 2016

" Ne. F. 22(3)/2015-Legis.—The following Acts of Majlis-e-Shoora
(Parliament) received the assent of the President on the 18th August, 2016 are
~ hereby published for general information:— '

| ACTNO. XLOF2016

© - An Act to make provisions for prevention of electronic crimes

WHEREAS it is cxpedient to prevent unauthorized acts with respect to
information systems and provide for related offences as well as mechanisms for -
thejr investigation, prosecution, trial and international cooperation with respect
thereof and for matters connected therewith or ancillary thereto;

Itis hereby enacted as follows:—

(745)

Price: Rs. 20.50
. [35845(2016)/Ex. Gaz.]
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CHAPTER1I -
PRELIMINARY

1, Short title, exteunt, application and commencement.—(1) This
y be called the Prevention of Electronic Crimes Act, 2016.

(2) It extends to the whble of Pakistan,

(3) Irshall apply to every citizen of Paklstan wherever he may be and
every other person for the time being in Pakistan.

(4) It shall also apply to any act committed outside Pakistan by any
y if the act constitutes an offence under this Act and affects a person
1y, mformanon system or data located in Pakistan.

(5) It shall ccme into force at once.

2. " Definitioas—(1) In this Act, unless there is any(hing repugnant in
bject or context,—

(i) “act”includes—

(a) a se-ies of acts or omissions contrary to the prowsmns of this

|- . Act; or

(b) causing an act to be done by a person either directly or
through an automated information system or automated
mechanism or self-executing, adaptive or autonomous device
and whether having temporary or permanent impact;

(i) ““access to data” means gaining control or ability to use, copy,
modify or delete any data held in or generated by any device or
" information system;

| (i)  “access to information system™ means gaining control or ability to

" use any part or whole of an information system- whether or not
through infringing any security measure;

(iv) “Authority” means the Pakistan Telecommunication Authority
cstablished under the Pakistan Telecommumcanon (Re-organization)
Act, 1996 (XVH of 1996); .

(V) “authorization” means authorization by law or by the person
empowered to make such authorization under the law:

THE GAZETTE OF PAKISTAN, EXTRA., AUGUST 22, 2016  [PARTI ~ 2 /
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(vi)

(vii)

(ix)

x)

(x1)

(xii)

(viit) -
' ~ concept for processing in an mformatlon system including sourcé
.code or a program suitable to cause an mformatxon system to

Provided that where an information system or data is available
for open access by the general public, access to or transmission of
such information system or data shall be deemed to be authorized
for the purposes of this Act;

“authorized officer” means an officer of the invéstigation agency
authorized to perform any function on behalf of the investigation
agency by or under this Act; ’

“Code” means the Code of Criminal Procedure, 1898 (Act V of
1898);

¢

“content data” means any representation of fact, information or

perform a function;

“Court” means the Court of competent jurisdiction designated
under this Act,

“aritical infrastructure” means critical elements of infrastructure

namely assets, facilities, systems, networks or processes the loss or .
compromise of which could result in,—

(a). major detrxmental impact on the avallablhty, integrity or
delivery of essential services including those services, whose
integrity, if compromised, could result in significant loss of
life or casualties, taking into account significant economic or
‘social impacts; or

(b) significant impact on national security, national defense, or
the functioning of the state:

Provided that the Government may designate any private
or Government infrastructure in accordance with the
objectives of sub-paragraphs (i). and (ii) above, as critical
infrastructurc as may be prescribed under this Act;

“critical infrastructure information system or data” means an
information system, program or data that supports or performs a
function with respect to a critical infrastructure; ‘

“damage to an information system” means any “unauthorized change
in the ordinary workmg of an information system that impairs its
performance, access, output or change in location whether
temporary or permanent and with or without causing any change in
the system; ~




/?g

(xiit)

(xiv)

(xv)

(xvi)

(xvii)

(xviii)

(xik)

(xx)

(xxi)
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“data” includes content data and traftic data;

“data damage™ means alteration, deletion, deterioration. crasure,
relocation, suppression of data or making data temporarily or
permanently unavailable;

“device” includes,—
(a) . phvsical device or article;
(b) any electronic or virtual tool that is not in physical form;

(c) a password, access code or similar data, in electronic or r other
form, by which the whole or any part of an mformauon
system is capable of being accessed or

(d) automated, self-executmg, adaptwe or autonomous devnces

prcgrams or information systems

“dishonest intention” means intention fo cause injury, wrongful '
gain or wrongful loss or harm to any person or to create hatred or
incitement to violence;

“electronic” includes electrical, digital,: magnetic, optical,
Yo . . . - .
btometric, electrochemical, electromechanical, wireless  or
electrom.agnetic technology;

“ldeﬂl!t) information” means an information which may
authenti:ate or identify an individual or an information system and
enable access to any data or information system,

“information” includes text message, data, voice, sound, database

video, signals, software, computer programmes, anhy forms of
intelligence as defined under the Pakistan: Telecommunication
(Reorganization) Act, 1996 (XVII of 1996).and codes mcludmg
object code and source code;

“info_rm.mon system” means an electronic system for creating,
generating, sending, recciving, storing, reproducing, displaying,
recording or processing any information; .

“Integrily” means, in relation to an electronic document,
electronic signature or advanced electronic signature, the

‘electronic document, electronic signature or advanged electronic

SIgnature that has not been tampered with, altered or modified
since a particular point in time; '

TR
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(xxii)

(xxiti)
XXiv)

(xxv)

xﬁix)
(xxx)

XXXi)

{xxvi)

“interference with information system or d4ta” means and inciudes
an unauthorized act in relation to an information system or data that
may disturb its normal working or form with or without causing
any actual damage to such system or data;

“investigation dgency” means the law enforcement agency

established by ot designated under this Act;

“minor” means, notwithstanding anything contained in any other

law, any person who has not completed the age of eighteen years,

“offence” means an offence punishable under this Act except when
committed by a person under ten years of age or by a person above
ten years of age and under fourtecen years of age, who has not

attained sufficient maturity of understanding to judge the nature and

consequences of his conduct on that occasion;
“rules” means rules made under this Act;

“seize” with .respect to an information system or data includes

taking possession of such system or data or making and retaining a

copy of the data,
“service provider” includes a person who,—

(a) acts as a service provider in relation to sending, receiving,

storing, processing or distribution of any electronic’

communication or the provision of other services in relation to
electronic communication through an information system,

{b) owns, possesses, operates, manages or controls a public
_switched network or provides telecommunication services; or

(¢) processes of stores data on behalf of such electronic
communication service or users of such service;

“subscriber information™ means any information held in any form
by a service provider relating to a subscriber other than traffic data;

“traffic data” includes data relating to a commaunication indicating

its origin, destination, route, time, size, duration or type of service;

“unauthorized access” means access to an information sysiem or
data which is not available for access by general public, without
authorization or in violation of the terms and conditions of the
authorization; - Co ’
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(x

(Axxii} “unauth rized interception™ shall mean in relation to an information

system or data, any interception without authorization; and

commercial and marketing purposes against explicit rejection of the
recipient and does not include marketing authorized under the law.

this Act or rules made thereunder but not defined in this Act, shall have the same

mean
XLV

ngs assigned to the expressions .in the Pakistan Penal Code, 1860 (Act
of 1860), the Code of Criminal Procedure, 1898 (Act V of 1898) and the

Qanobn-e-Shahadat, 1984 (P.O.No.X of 1984). as the case may be.

with

~ CHAPTER I
OFFENCES AND PUNISHMENTS

3. Unanthorized access to. information system or data.—Whoever
dishonest intentian gains unauthorized access to any information system or

data shall be punished with imprisonment for a term which may extend to three

mont

s or with fine which may extend to fitty thousand rupees or with both.

4. Unauthorized copying or transmission of data.—Whoever with

dishofest intention and without authorization copies or otherwise transmits or
causes 10 be transmitted any data shall be punished with imprisonment for a term
which may extend to six months, or with fine which may extend to one hundred
thousand rupees or with both. :

5. Interference with information system or data.—Whoever with

dishonest intention in-erferes with or damages or causes to be interfered with of
damages any part or whole of an informalion system or data shall be penished

-with

extend to five hundrec thousand rupees or with both.

6. Unauthurized access to critical infrastructure iﬁformation

system or data.—Whoever with dishoncst intention gains unauthorized access to
any ¢ritical infrastructure information system or data shall be punished with
imprisonment which raay extend to three years or with fine which may extend to
one million rupees or with both.

7. Unauthorized copying or transmission of critical infrastructure

data,—Whoever with dishonest intention and without authorization copies or
otherwvise transmits or catises to be transmitted any critical infrastructure data

shall

be punished with imprisonment for a term which may extend to five years,

or with fine which may extend to five million rupees or with both.

kxiii) “unsolicited information™ means the information which is sent for

(2) Unless the context provides otherwise, any other expression used in-

imprisonment which may extend to two years or with fine which may -

- 28
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8. Interference with critical infrastructure information system or

_data.;—Whoever with ‘dishonest intehtion interferes with or damages, or causes

interfered with or damaged, any part or whole of a critical information

systemn, or data , shall be punished with imprisonment which may extend to seven

years

or with fine which may extend to ten million rupees or with both.

9, Glorification of an offence.—(l) Whoever prepares or

disseminates information, through any information system or device, with the
intent to glorify an offence relating to terrorism, or any person ¢onvicted of a
crime]relating to terrorism, or activities of proscribed organizations or individuals
or grdups shall be punished with imprisonment for a term which may extend to
seven| years or with fine which may extend to ten million rupees or with both.

Explanation-—For the purposes of this section “gldriﬁcation”
includes depiction of any form of praise or celebration in a desirable
manner. : :

10. Cyber terrorism.—Whoever commits or threatens to commit any

of thel offences under sections 6, 7, 8 or 9, where the commission or threat is with

the in

lent t0,—

{(a) coerce, intimidate, create a sense of fear, panic or insecurity in the

or sect or create a sense of fear or insecurity in society; or
(b) advance inter-faith, sectarian or cthnic hatred; or

(c) advance the objectives of organizations or individuals or groups
proscribed under the law, shall be punished with imprisonment of
either description for a term which may extend to fourteen years or
with fine which may extend to fifty million rupees or with both.

11. Hate speech~—Whocver prepares or disseminates -information,

through any information system or device, that advances or is likely to advance
interfaith, sectarian or racial hatred, shall be punished with imprisonment for a
term Wwhich may extend to seven years or with fine or with both.

. prepa

res or disseminates information, through any information system-or device,

that invires or motivates to fund, or recruits people for terrorism or plans for

lerror

scven

sm-shall be punished with imprisonment for a term which may extend to
years or with fine or with both, »

13. Electronic forgery.—(!) Whoever interferes with or uses any

information sysiem, device or data, with the intent to cause damage or injury to
the public or to any person, or to make any illegal claim or title or to cause any
person to part with property or to enter into any express or implied contract, or

Government or the public or a section of the public or community.

12. " Recruitment, funding and planning’ of terrorism.—Whoever

7
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With
data,
upon
is dir

ntent to commit fraud by any input, alteratlon, deletion, or suppression of
resulting in unauthentic data with the .intent that it be considered or acted
for legal purposes as if it were authentic, regardless of the fact that the data
ectly readable ard intelligible or not, shall be punished with imprisonment

of either description “or a term which may extend to three years, or with fine
which may extend to two hundred and fifty thousand rupees or with both.

critic
impri

(2) Whoever commits offence under sub-section (1) in relation to a
il infrastructure information system or data shall be punished with
sonment for a term which may extend to seven years or with fine which

may ¢xtend to five million rupecs or with both.

14. Electronic fraud.—Whoever with the intent for wrohgﬁxl gain

interferes with or uses any information system, device or data or induces any

perso
is lik
punis

h to enter into a relationship or deceives any person, which act or omission
2ly to cause damage or harm to that person or any other person shall be
hed with imprisonment for a term which may extend to two ycars or with

fine ¥ hlch may extend to ten million rupees or with both.

15, Making, obtaining, or supp;ying device for use in offence. —

Whoever produces, makes, generates; adapts, exports, supplies, offers to supply

-used

com
liabil
term

r belicving that it is primarily to be used to commil or to assist in the
ission of an offence under this Act shall, without prcjudice to any other
ty that he may incur in this behalf, be punished with imprisonment for a
which may extend to six months or mth fine which may extend to fifty

or ir:Forts for use any information system, data or device, with the intent to be

thousand rupees or with both.

sells,

ssesses, transmits or uses another person’s identity information without
po pe Y

authofization shall b punished with imprisonment for a term which may extend

to thr

used
acces)

ke years or with fine which may extend to five million rupees, or with both.

2) Any pe-son whose identity information is obtained, sold, possessed,
or transmitted may apply to the Authority for securing, destroying, blocking
5 or preventing, transmission of identity information referred to in sub-

section (1) and.the Authority on receipt of such application may take such

meas

yres as deemed appropriate for securing, destroymg or preventing

transtission of such ldentlty information.

other
ident
other

17. Unauthorized issuance of SIM cards etc.—Whoever sells or
wise provides subscriber identity module (SIM) card, re-usable
fication modul: (R-IUM) or universal integrated circuit card (UICC) or
module designad for authenticating users to establish connection with the

network and to be used in cellular mobile, wireless phone or other digital devices

16. Unauthorized use of idenﬁty'information.—(l) Whoever obtains,
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such

as tablets, without obtaining and verification of the subscriber’s antecedents

in the mode and manner for the time being approved by the Authority shall be
punished with-imprisonment for a term which may extend to three years or with
fine Which may extend to five hundred thousand rupees or with both.

unlawfully or without autherization changes, alters, tampers with or re-programs
uniqye device identifier of any communication equipment including a cellular or

wirel

bss handset and starts using or marketing such device for transmitting and

receiVing information shall be punished with imprisonment which may extend to

three

years or with fine which may extend to one million rupees or with both,

Explanation.—A “unique " device identifler” is an electronic
equipment identifier which is unique to a communication device.

19. Unauthorized interception.—Whoever with dishonest+intention

commits unauthorized interception by technical means of—

intén
throu

(a) ary transmission that is not intended to be and is not open to the
public, from or within an information system' or

carrying data, shall be punished with imprisonment of either
description for a tern which may extend to two years or with fine
which may extend to five hundred thousand rupees or with both.

20. Offences against digpity of a natural person.-—(1)' Whoever
tionally and publicly exhibits ot displays or transmits any information
oh any information system, which he knows to be false, and intimidates or

harms thie reputation or privacy of a natural person, shall be punished with
impr{sonment for a term which may extend to three years or with fine which may
extend to one million rupees or with both:

by
Elect

Provided that nothlng under this sub-section shall apply to anythmg aired

broadcast media or distribution service licensed under the Pakistan

ronic Media Regulatory Authority Ordinance, 2002 (X111 of 2002).

(2) Any aggrieved person or his guardian, where such person is 2

minor, may apply te the Authority for removal, -destruction of or blocking access

to su
such
circy
trans
also

ch information referred to in sub-section (1) and the Authority on receipt of
application, shall forthwith pass such orders as deemed reasonable in the
mstances including an order for removal, destruction, preventing _
mnission of or blocking access to such information and the Authority may
direct any of its licensees to secure such information including traffic data.

.

18. Tam];ering, etc. of communication equipment—Whoever f

(b) ~electromagnetic emissions from an mform.mon system that are -

~ 77
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21. Offences against modesty of a natural person and minor.—

(1) Whoever intentionally and publicly exhibits or displays or transmits any
mfom}anon which,—

through an information system to harm a natural person or his reputation, or to-

take

(a) superimposes a photograph of the {ace of a natural person over any
sexually :xplicit image or video; or

explicit conduct; or

explicit image or video of a natural person; or

(d) cultivates, entices or induces a natural person to engage in a
sexually .xpllcn act,

levenge, or to reatc hatred or to blackmail, shall be punished with

imprijonment for a term which may cxtend to five ycars or with ﬁnc which may
extend to five million tupees or with both.

a mi

(2) Whoever commits an offence under sub-section (1) with respect to
nor shall be punished with imprisonment for a term which may extend to

seven|years and with fine which may extend to five million rupees:

.an.o

ffence under sub-cection (1) with respect to a minor shall be punished with

imprisonment for a tenin of ten years and with fine.

(3) Any agg-ieved person or his guardian, where such person is a

" minof, may apply to the Authonty for removal, destruction of or blocking access
to sudh information referred to in sub-section (1) and the Authority, on receipt of
such’ application, shall forthwith pass such orders as deemed reasonable in the
circumstances includng an order for - removal, destruction, preventing
transmission of or blocking access to such information and the Authority may

also

irect any of its licensees to secure such information including traffic data.

22. Child: pornogfaph‘y.—(l) Whoever intentionally produces, offers

or mikes available, distributes or transmits through an information system or
procures for himself or for another person or without lawful justification

poss

esses material in an information system, that visually depicts—
(a) aminor engaged in sexually explicit conduct;

(b) a person appearing (0 be a minor engaged in-sexually explicit
conduct; or

(¢) realistic tmages represmtmg a minor en;,at,‘.d in sexually explicit
~ conduct; or

(d) discloses the identity of the minor, -

T~ e

(b) includes a photograph or a video of a natural person | in sexually-

{c) intimidat:s a natural pcrsbn with any sexual act, or any sexually '

Provided that n case of a person who has been previously convicted of
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shall be punished with imprisonment for a term which may extend to seven years,

or with fine which may extend to five million rupees or with both. .

(2) Any aggrieved per.sonb or his guardian, where such person is a

mingr, may apply 1o the Authority for remaval, destruction of or blocking access

{0 sy
such
circy

ch information referred to in sub-section (1) and the Authority, on receipt of
application, shall forthwith pass such orders as deemed reasonable in the
mstances, including an order for removal, destruction, preventing
mission of or blocking access to such information and the. Authority may

also direct any of its licensees to secure such information including traffic data,

. be p

23. Malicious code.—Whoever willfully and without authorization

writes, offers, makes available, distributes or transmits malicious code through an

infor
syste

thefl

mation system or device, with intent to cause harm to any information

or ‘loss of the information system or data shall be -punished with

imprisonment for a term which may extend to two years or with fine which may
cxtend to one million rupees or with both, -

stalk
- infof
maif

with

Explanation.—For the purpose of this section, the expression
“malicious code™ includes, a computer program or a hidden function in a
program that damages an information system or data or compromises the
performance of such system or availability of data or uses it without
proper authorization. v :

24. Cyber stalking.—{1) A person commits the offence of cyber
ing who, with the intent to coerce or intimidate or harass any person, uses
mation system, information system network, the Internet, website, electronic
or any other similar means of communication to—

foster personal interaction repeatedly despite a clear indication of
disinterest by such person; .

(b) monitor the use by a person of the internet, electronic mail, text
message or any other form of electronic communication;

'(c) watch or spy upon a person in a manner that results in fear of
violence or serious alarm or distress, in the mind of such person; or

(d) take a photograph or make a video of any person and displays or
distributes it without-his consent in a manner that harms a person.

@) * Whoever commits the offence specified in sub-section (1) shalt
inished with imprisonment for a term which may extend to three years or
fine which may extend to one million rupees or with both:

m or data resulting in the corruption, destruction, alteration, suppression,

(a) follow a person or contacts or attempts to contact such person to -
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Provided that .f victim of the cyber stalking under sub-section (1) is a
minor the punishment may extend to five years or with fine which may extend to
ten million rupees or with both.

minof, may apply to the Authority for removal, destruction of or blocking access

to such information referred to in sub-section (1) and the Authority. on receipt of

such lapplication, shall forthwith pass such orders as deemed reasonable in the
circumstances includ ng an order for removal, destruction, preventing
transmission of or blozking access to such information and the Authority may

“also direct any of its licensees to secure such information including traffic data,

- 25. Spamming.—(1) A person commits the offence of spamming, who
with |intent transmits harmful, fraudulent, misleading, illegal or unsolicited

information to any perion without permission of the recipient or who causes any

information system to show any such information for wrongful gain.

direct marketing shall provide the option to the recxplent of direct marketing to
unsuhscnbe from such marketmg

(3) Whoever commits the offence of Spammiﬁg as described in
sub-section (1) by t-ansmitting harmful, fraudulent, misleading or illegal
mfo‘g:atlon shall be punished with imprisonment for a term which may extend

to three months or with fine of rupees fifty thousand which may extend upto
rupees five million or with both,

(4) - Whoever commits the offence of spamming as descnbed in
sub-spction (1) by trensmitting unsolicited information, or engages in direct
markgting in violation of sub-section (2), for the first time, shall be punished with

fine not exceeding fifty thousand rupees, and for every subsequent violation shall
be punished with fine not less than fifty thousand rupees that may extend up to

one million rupees.

: 26, Spoofing.—(1) Whoever with dishonest intention establishes a
‘websjte or sends any information with a counterfeit source intended to be

believed by the recipient or visitor of the website, to be an authentic source

commits Spooﬁng

) Whoever commits spoofing shall be punished with imprisonment
for a term which may ektend to three years or with fine whxch may extend to five
hundred thousand rupess or with both.

information system.—-(1) Notwithstanding anything contained in any other law
for the time being in force, an offence under this Act or any other law shall not be

(3) Any agp-ieved person or his guardian, where such person is a.

(2) A person including an institution or an organization engaged in .

27. Legal recoguition of offences committed in relation to
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denied legal recognition and enforcement for the sole reason of such offence -
being committed in relation to or through the use of an information system.

:

provi

provi

(2) References to “property™ in any law creating an offence in relation
concerning property, shall include information system and data.

28. Pakistan Penal Code, 1860 (Aét XLV of '1860). to apply.—The
Lions of the Pakistan Penal Code, 1860 (Act XLV of 1860), to the extent not

“incongistent with anything provxded in this Act, shall apply to the offences

ided in thls Actl. .

CHAPTER I1I

ESTABLISHMENT OF INVESTIGATION AGENCY AND PROCEDURAL

POWERS FOR INVESTIGATION

'29. Establishment of iavestigation agency.—(1) ‘The Federal

Government may establish or designate a law enforcement agency as the
investigation agency for the purposes of inv’estigation of offences under this Act.

agen

(2) Unless otherwise prov;ded for under this Act, the investigation
ly and the authorized officer shall in all matters follow the procedure laid

_down in the Code 10 the extent that it is not inconsistent with any provision of

this‘ Act,

(3) The mvesngauon agency shall establish its own capacity for

" forensic analysis of the data or in information systems and the forensic analysis

reports generated, by the investigation agency shall not be inadmissible in

the ir

Gové
agen
infor]
of the

nves
Act:

may,

nce before any court for the sole reason that such reports were generated by
vestigation agency. ' '

(4) Notwithstanding provisions of any other law, the Federal
rament shall make rules for appointment and promotion in the investigation
cy including - undertaking of specialized courses in digital forensics,
mation technology, computer science and other related matters for training
s officers and staff of the investigation agency.

30, Power to investigate.—Only an authorized officer of the

tigation agency shall have the powers to investigate an offence under this

Provided that the Federal Government or the Provincial Government
as the case may be, constitutc onc .or more joint investigation teams

enfo
faw

cement agency for investigation of an offence under this Act and any other
or the time being in force.

com?nsmg of an authorized officer of the investigation agency and any other law

sy
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| 31. Expedit:d preservation and acquisition of data.—(1) If an
authorjsed officer is satisfied that—

{a) specific Jata stored in any information system or bv means of an
: informat on system is rcasonably required for the purposes of a
criminal investigation; and - :

(b) there is a risk or vulnerability that the data may be modified, lost,
destroyed or rendered inaccessible,

the authorizec. officer may, by written notice given to the person in
control of the information system, require that person to provide that data or to
ensur that the data specified in the notice be preserved and the integrity thereof
is maintained for a period not exceeding ninety days as specified in the notice:

Provided that the authorized officer shall immediately but not later than
twenty-four hours bring to the notice of the Court, the fact of acquisition of such

" data dnd the Court on receipt of such information may pass such otders as

deemdd appropriate in the circumstances of the case including issuance of
warrants for retention >f such data or otherwise.

(2) The perind provided in sub-section (1) for preservation of data may
be exgended by the Court if so deemed necessary upon receipt of an application
from the authorized officer in this behalf.

32. Retention of traffic data.—(1) A service provider shall, within its
existing or required t=chnical capability, retain its specified traffic data for a
mininlum period of o1e year or such period as the Authority may notify from
time fo time and, subj:ct to production of a warrant issued by the Court, provide
that data to the investigation agency or the authorized officer whenever so
required.

(2) The service providers shall retain the traffic data under sub-section '

(1) by fulfilling all the requirements of data retention and its originality as
providled under sections 5 and 6 of the Electronic Transactions Ordinance, 2002
(L1 0§2002). :

‘ (3) Any owner of the information system who is not a licensee of the.
Authgrity and violates sub-section (1) shall be guilty of an offence punishable, if
committed for the first time, with fine which may extend to ten million rupees
and ypon any subsecuent conviction shall be punishable with imprisonment
which may extend to six months or with fine or with both:

. Provided that where the violation is committed by a licensee of the
“Authority, the same shall be deemed to be a violation of the terms and conditions
of the licensee ard shall be treated as such wunder the Pakistan
Teleéommunication (R.e-organization) Act, 1996 (X VII of 1996).

L rim Gy e
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authdrized officer that demonstrates to the satisfaction of the Court that there

}
33. Warrant for search or seizunre.—(1) Upon an application by an

exist| reasonable grounds to believe that there may be in a specified place an
information system, data, device or other articles that—

(a) may reasonably be required for the. purpose of a criminal
investigation or criminal proceedings which may be material as
evidence in proving a specifically identified offence made out
under this Act; or

offence, the Court may issue a warrant which shall authorize an
officer of the investigation agency, with such assistance as may be
necessary, to enter the specified place and to search the premises
and any information system, data, device or storage medium
rclevant to the offence identified in the application and access, seize
or similarly secure any information system, data, device or other
articles relevant to the offence identified in the application.

(2)  In circumstances involving an offence under section 10, under

whidh a warrant may be issued but cannot be obtained without the apprehension

ofd

gstruction, alteration or loss of data, information system, data, device or other

articles required for investigation, the authorized officer, who shall be a Gazetted

officer of the investigation agency, may enter the specified place and search the
premises and any information system, data, device or other articles relevant to the -

offe
or o

seiz

ther

ce and access, seize or similarly secure any mformanon system, data, device
&xer articles relevant to the offence:

Provided that the authorized officer shall immediately but not later than

twenty-four hours bring to the notice of the Court, the fact of such search or

ure and the Court on receipt of such information may pass such orders as

- deemed appropriate in the circumstances of the case,

a}n 34. Warrant for disclosure of content data.—(1) Upon an application
by

authorised officer that demonstrates to the satisfaction of the Court that
¢ exist rcasonable grounds to believe that the content data stored in an

infofmation system is reasonably required for the purpose of a criminal
investigation or criminal proceedings with respect to an offence made out under

this

Act, the Court may, after recarding reasons, order that the person in control

of the data or information system, to provxde such data or access to such data to
the duthorized officer.

(2) The period .of a warrant issued under sub-section (1) may be

extended beyond seven days if, on an application, a Court authorizes an
extepsion for a further period of time as may be specified by the Court.

(b) has been acquired By a person as a result of the commission of an .

- 5
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Powers of an authorized officer.—(1) Subject to ,pfbvisions of
Act, an authorizec! officer shall have the powers to—

have access to and inspect the operation of any specified
information system;

use or cause to be used any specified information system to search
any specified data contained in or available to such system:

obtain aad copy only relevant data, use equipment to make copies
and obta in an intelligible output from an informaﬁon system;

have access to or demand any information in readable and
comprehensible format or plain version;

require any person by whom or on whose behalf. the authorized
officer t.as reasonable cause to believe, any information system has
been used 1o grant access to any data wnthm an information system
within the control of such person;

require any person having charge of or otherwise concemed with
the operation of any information system to provide him reasonable
technicel and other assistance as the authorized officer may requ:re
for inve ,tlganon of an offence under this Act; and

require any person who is in possesswn of decryption information
of an information system, device or data under investigation to
grant him access to such data, device or information system in
unencrypted or decrypted intelligible format for the purpose of
investigating any such offence:

Explanation. _—Decryption information means information or
technology that enables a person to readily retransform or
unscramble encrypted data from its unreadable form and from
clphered data to intelligible data.

In exercise of the power of search and seizure of any information

system, program or d1ta the authorized officer at all times shall,—

(a)
(b)

act with proportionality;

take all precautions 1o maintain integrity and secrecy of the

information system and data in respect of whxch a warrant for

search or seizure has been :ssmd

9&
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of any information system or data that is not the subject of the
offences identified in the application for which a warrant for search
or seizure has been jssued;

() avoid disruption 1o the continued legitimate business operations and
the premises subjected to search or seizure under this Act; and

(e) avoid disruption to any information system, program or data not
" connected with the information system that is not the subject of the
offences identified in the application for which a warrant has been
issued or is not necessary for the investigation of the specified
offence in respect of which a warrant has been issued. :

(3)  -When seizing or sccuring any data or information system,ﬁth"e

authprized officer shall make all efforts to use technical measures to maintain its

inte

grity and chain of custody. The authorized officer shall seize an information

system, data, device or articles, in part or in whole, as a last resort only in the
everlt where it is not possible under the circumstances to use such technical
meabures or where use of such technical measures by themselves shall not be
sufficient to maintain the integrity and chain of custody of the data or
information system being seized. ' '

{(4) Where an- authorized officer seizes or sccures any data or

infofmation system, the authorized officer shall ensure that dafa or information
system while in the possession or in the access of the authorized officer is not

rele
incl
mai

ori
und

gsed to any other person including competitors or public at large and details
Id‘mg log of any action performed on the information system or data is
tained in a manner prescribed under this Act. '

36. Dealing with seized data or information system.—(}) If any data
nformiation system has been scized or secured following a search or seizure
gr this Act, the authotized officer who undertook the search or seizure shall,

at the time of the seéizure,—

(a) make a list of what has been scized or rendered inaccessible, with
the date and time of seizure; and

(b) . give a copy of that list 10—
(i) the occupier of the premises; or
(ii} the owner of the data or information system; or

(iii) the person from whose possession the data or information
system has been seized, in a prescribed manner in the
presence of two witnesses,

(ci not disrupt or interfere with thé integrity or running and operation -
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(2) The authorized officer, upon an application of the owner of the data

or information system or an aunthorized agent of the owner and on payment of

presg

ribed costs, shall provide forensic image of the data or information system

to the owner or his authorized agent within a time prescribed under this Act.

(3) I the authorized offi icer has reasons 1o bcheve that prowdmg

forensic image of the data or information system to the owner under sub-section (2)
may preJudlce —

(@) the mvesuganon in connection with which the search was carried
out; or

{b) another ongoing investigation; or

{c) any cnmmal proceedings that are pt.ndmg or that may be brought in
- relation t> any of those investigations, the authorized officer shall,
‘within seven days of receipt of the application under sub-section (2),
approach the Court for secking an order not to provide copy of the
seized dala or information system.

(4) The Court, upon receipt of an application from an authorized

officer under sub-section (3), may after recording reasons in writing pass.such

powe
an in
interg

court

presc

as deemed approJriate in the circumstances of the case.

" (5) The costs associated with the exercise of rights under this sectlon
be borme by the p:rson exerclsmg these nghts

37. Unlawfual on-lne content—(l) The Authority shall have the
r to remove or block or issue directions for removal or blocking of access to

st of the glory of Islam or the integrity, security or defence of Pakistan or

. any part thereof, pubh‘ order, decency or morality, or in relation to contempt of

or commnssnon ot or incitement to an offence under this Act.

(2) The Auttority shall, with the approval of the Federal AGovemment,
ribe rules providing for, among other matters, safeguards transparent

process and effective oversight mechanism for exercise of powers under

sub-s

shall
force

ecnon ().

(3) Until such rules are prescribed under sub-section (2), the Authonty
exercise its powers under this Act or any other law for the time being in
in accordance with the directions issued by the Federal Government not

inconsistent with the provisions of thls Act,

@) Any person aggrieved from any order passed by the Authorlty

under sub-section (1), may file an application with the Authomy fof review of
the ogder within thirty «iays from the date of passing of the order

formation through any information system if it considers it necessary in the
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(5) An appeal against the decision of the Authonty in review shall lie
before the High Court w:thm thirty days of the order of the Authority in review,

38. Limitation of liability of service providers.—(1) No service .
provider shall be subject.to any civil or criminal liability, unless it is established
that [the service provider had specific actual knowledge and willful intent to
proactively and positively participate, and not merely through omission or failure
to act, and thereby facilitated, aided or abetted the use by any person of any
information system, service, application, online platform or telecommunication
system maintained, controlled or managed by the service provider in connection

“with|a contravention of this Act or rules made thereunder or any other taw for the
time|being in force:

Provided that the burden to prove that a service provider had specific
actual knowledge, and willful intent to proactively and positively participate in
any jct that gave rise to any civil or criminal liability shall be upon the person
alle%ing such facts and no interim or final orders, or directions shall be issued
with| respect to a service provider by any investigation agency or Court unless
such| facts have so been proved and determined:

¢

Provided further that such allegation and its proof shall clearly identify

. with|specificity the content, material or other aspect with respect to which civil or
criminal liability is claimed including but not limited to unique identifiers such as .
the Account Identification (Account ID), Uniform Resource Locator (URL), Top
Levgl Domain (TLD), Internet Protocol Addresses (IP Addresses), or other
uniqgjee identifier and clearly state the statutory provision and basis of the claim.

, (2) No service provider shall under any circumstance be liable under
this |Act, rules made thereunder or any other law for maintaining and makmg
available the provision of their service in good fanh :

, (3) No service provxder shall be subject to any civil or criminal liability
as alresult of informing a subscriber, user or end-users affected by any claxm,
notide or exercise of any power under this Act, rules made thereunder or any
othet law: . : : 5

Provided that the service provider, for a period not exceeding fourteen -
days| shall keep confidential and not disclose the existence of any investigation
or exercise of any power under this Act when a notice to this effect is served
upor it by an authorized officer, which period of confidentiality may be extended
bevand fourteen days if, on an application by the authorized officer, the Court -
authprizes an extension for a further specified period upon being satisfied that
reasonable cause for such extension exists.

. {(4) No service provider shall be liable under this Act, rules made
therc»under or any other law for the disclosure of any data or other information
that the service provider discloses only to the extent of the provisions of this Act.
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relay
provi

Cour

(5) No service provider shall be under any obligation 10 proactively

moniﬁor, make inquiries about material or content hosted, cached, routed,

d, conduit, trans mitted or made available by such intermediary or service

lder.

39. Real-time collection and .recording of information.—(1) If a
is satisfied on the basis of information furnished by an authorized officer .

that there are reasonab’e grounds to believe that the content of any information is

Court may order, with respect to information held by or passing through a service -

provi
Act,

reas?Eably required for the purposes of a specific criminal investigation, the

er, to a designated agency as notified under the Investigation for Fair Trial
2013 (1 of 2013) or any other law for the time being in force having

capability to collect real time information, to collect or record such information

in re
presc

for a
than

beyo

l-time in coordmatxon with the investigation agency for provision in the
ribed manner:

Provided that such real-time collection or recording shall not be ordered
pcnod beyond what is absolutely necessary and in’ any event for not more
seven days.

(2) Notwithstanding anything contained in any law to the contrary the

" information so collected under sub'—sgction (1) shall be admissible in evidence.

(3) The perind of real-time collection or recording may be extended
nd seven days if, on an application, the Court authorizes an extension for a

further specified period.

and a

(4) The Court may also require the designated agency to keep

confi flennal the fact of the execution of any power provided for in this section -

any information relating to it.

(5) The application under sub-sections (1) and (2) shall in addition to

substhntive grounds and reasons also,—-

(a) explain why it is believed that the data sought will be available with
the person in control of an information system;

(b) identify and explain with specificity the type of information likely
- to be fouad on such information system;

(c) identify znd explain with specificity the idéntified offence made out
under this Act in respect of which the warrant is sought;

(d) if authorty to seek real-time collection or recording on more than
one occasion is needed, explain why and how many further
disclosurzs are needed to achieve the purpose for which thc warrant
is to be issued;
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des

(¢) specify whar measures shall be taken to prepare and ensure that the .

real-time collection or recording is carried out whilst maintaining
the privacy of other users, customers and third parties and without
the disclosure of information of any person not part of the
investigation;

(f) explain why the ihvestigation may be frustrated or seriously
prejudiced unless the real time coltection or recordmg is perrmtted
and

() why, to achieve the purpose for which the warrant is being applied,
real time collection or recordmg by the person in control of the
mformatlon system is necessary,

40. Forensic laboratory.—The Federal Government shall establish or
gnatc a forensic laboratory, independent of the investigation agency, to

proyide expert opinion before the Court or for the benefit of the investigation
agency in relation to electronic evidence collected for purposes of investigation

and

prosecution of offences under this Act.

41. Confidentiality of infbrmafion.—‘\Iotwithstanding .immunity
ted under any other law for the time being in force, any person including a

service provnder while providing services under the terms of lawful contract or
otherwise in accordance with the law, or an authorized officer who has secured
access to any material or data containing personal information about another

the
gait

pergon, discloses such material to any other person, except when required by law,
wit

out the consent of the person concerned or in breach of lawful contract with
intent 10 cause or knowing that he is likely to cause harm, wrongful loss or
‘to any person or compromise confidentiality of such material or data shall

be punished with imprisonment for a term which may extend to three years or

with

Sery

fine which may extend 1o one million rupees or with both:

Provided that the burden of proof of any defense taken by an accused
ice provider or an authorized officer that he was acting in good faith, shall be

on such a service provider or the authorized officer, as the case may be.

upo
sucl

CHAPTER IV
INTERNATIONAL COOPERATION
42. International cooperatnon-—-(l) The Federal Government may

v receipt of a request, through the designated agency under this Act, extend
cooperation to any foreign government, 24 x 7 network, any foreign agency

or any international organization or agency for the purposes of investigations or
progeedings concerning offences related to information systems, electronic

4
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con
relq
by

spe

pmunication or deta or for the collection of evidence in electronic form
ting to an offence »r obtaining expeditious prescrvation and disclosure of data
means of an information system or real-time collection of data associated with
rified communicat.ons or interception of data under this Act.

24x7 network, any foreign agency or any international agency or organization
any| information obtained from its own investigations if it considers that the
disglosure of such information might assist the other government, agency or
organization etc., as the case be, in initiating or carrying out investigations or
proteedings concemir.g any offence under this Act.

(3). The Federal Government shall require the foreign government,

- 24 x 7 network, any foreign agency or any international organization or agency to

keep the information provided confidential and use it strictly for the purposes itis

pro

vided.

(4) The Fedzrat Government may, through the designéted égcncy, send

and answer requests for mutual assistance the exccution of such requests or their

transmission to the authorities competent for their execution.

(5) The Federal Government may refuse to accede to any request made

by a foreign government, 24 x 7 network, any foreign agency or any intemationat
organization or agency, if,— .

(8) it is of the opinion that the request, if granted, would prejudice
sovereignty, security, public order or other essential public interest
of Pakistan;

(b) the offeace is regarded by the Federal Government as being of a
' polmcal nature;

(c) there are substantial grounds for believing that the request for
assistance has been made for the purpose of prosecuting a person

origin cr political opinions or that that person’s position may be
prejudiced for any of those reasons;

requesti 1g State may be incompatible with the laws of Pakistan;

(e) * the assistance requested requires the Federal Government to carry
out compulsory measures that may be inconsistent with the laws or
practices of Pakistan had the offence been the subject of

* . investigation or prosecution under its own jurisdiction; or

(2) - The Federal Government may forward to a foreign government, .

on account of that person's race, sex, religion, nationality, ethnic-

(d) the request relates.to an offence the prosecution of which in the -

.‘ [-/(4
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(f) the request concerns an offence which may prejudice an ongoing
investigation or trial or rights of its citizens guaranteed under the
Constitution. :

{6) Where the Federal Govemment decides to provide the requested

cooperation, the relevant requirements and safeguards provided under this Act

and rul

es framed thereunder shall be followed.

(7) The designated agency shall maintain a register of requests received

_from; any foreign government, 24 x 7 network, any foreign agency or any

international organization or agency under this Act and action taken thereon.

abetrne

CHAPTER -V
PROSECUTION AND TRIAL OF OFFENCES

43. Offences to be compoundable and non-cognmizable—(1) Ail

offerices under this Act, except the offences under sections 10, 21 and 22 and

nt thercof, shall be non- cogmzable bailable and compoundable:

Frovided that offences under section 17 shall be cognizable by the

investigation agency on a written complaint by the Authority.

be nan-

(2) Offences under sections 10, 21 and 22 and abetment thereof shall

bailable, non-compoundable and cognizable by the investigation agency.

44. Cognizance and trial of offences.—(1) The Federal Govemnment, in

consyltation with the Chief Justice of respective High Court, shall designate

presiding officers of the Courts to try offences under this Act at such places as

deemed necessary.

Justide

{(2) The Federal Government shall, in consultation with the Chief
of respective High Court, arrange for special training of the presiding

officers of  the Court to be conducted by an entity notified by the Federal
Government for training on computer sciences, cyber forensics, electronic

ir anszrc

mino

tions and data protection.

3) Prosu.uuon and trial of an offence under this Act commmed by a
shall be conducted under the Juvenile Justice System Ordinance, 2000

{(XX1{ of 2000).

(4) To the extent not inconsistent with this Act, the procedure laid

down| under the Code and the Qanoon-c-Shahadat, 1984 (P.0.No.X of 1984),
_shall be followed

45 Order for payment of compensation.—(1) The Court may, in

additipn to award of any punishment including fine under this Act, make an order
for payment of compensation to the victim for any damage or loss causcd and the
compensation so awarded shall be recoverable as arrears of land revenue:

f///éﬁ
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any
com

Cou

.. Provided that the compensation awarded by the Court shall not prejudice
nght to a civil remedy for the recovery of damages beyond the amount of
pensation so awarded.

46. Appointment of amicus curize and sceking expert opinion.—The
M may appoint amicus curiae or seck independent expert opinion on any

matter connected with a case pending before it.

shal
cost,

47. Appeal.—An appeal against the final judgment or order of a Court
. within thmy days from the date of provision of its certified copy free of
lie—

(a) to the High Court concerned against such judgment or order if
'~ passed ty a court of sessions; or

(b) to the court of sessions concerned against such judgment or order if
passed ty a magistrate.

CHAPTER V1
PREVENTIVE MEASURES .

48. Prevention of electronic crimes.—(1) The Federal Government or

the Authority, as the case may be, may issue directives to be followed by the

own

ers of the designated information systems or service providers in the interest

of preventing any offi:nce under this Act.

{(2) . Any owner of the information system who is not a licensee of the

Authority and violates the directives issued under sub-section (1) shall be guilty
of an offence punishable, if committed for the first time, with fine which may

exteﬂd to ten millicn rupees ‘and upon any subsequent conviction shall be

puni
with

hable with impiisonment which may extend to six months or with fine or
bolh '

Provided .that where the violation is committed by a licensee of the

Authority, the same shall be deemed to be a violation of the terms and conditions

of
Tele

he licensee #nd shall be treated as such under the Pakistan
communication (Re-organization) Act, 1996.

49. Computer emergency response teams.—{1) The . Federal

Government may corstitute one or more. computer emergency response teams to
respdnd to any threat against or attack on any critical infrastructure information

systems or critical mﬁ'astrucmre data, or widespread attack on mformauon
systems in Palustan

<40
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(2) A computer emergency response team constituted under sub-section m
may comprise of technical experts of known expemse officers of any intelligence
or agency or any sub-set thereof.

a.ttﬁck without causing any undue hindrance or inconvenience to the use and
access of the information system or data as may be prescribed.

CHAPTER VII
MISCELLANEOUS

50. Relation of the Act with other laws.—(1) The provisions of this
Act shall have effect not in derogation of the Pakistan Penal Code, 1860 (Act
XLV of 1860), the Code of Criminal Procedure, 1898 (Act V of 1898), the
Qanoon-e-Shahadat, 1984 (P.O. No. X of 1984), the Protection of Pakistan Act,
2014 (X of 2014) and the Investigation for Fair Trial Act, 2013 (] of 2013).

(2) Subject to sub-section (1), the provisions of this Act shall. have

(3) A computer emergency response tcam shall respond to a threat or

,z/;

effect notwithstanding anything to the contrary contained in any other law on the .

subject for the time being in force.

51. Power to make rules—(1) The Federal Government may, by
notification in the official Gazette, make rules for carrying out purposes of this
Act
(2) Without prejudice to the generahty of the foregomg powets such
rule§ may specify,—

investigation agency and prosecutors;

{b) powers, functions and responsibilities of the mvestxgatlon agency,
its officers and prosecutors;

(¢) standard , operating procedures of the investigation agency,

(d) mode and manner in whlch record of investigation under this Act
may be maintained;

(e) manner to deal with the seized.data, information system, device or
other articles;

- (D) working of joint investigation teams;

PO

(a) qualifications -and trainings of the officers and staff of the
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(h)

0
&)

0
(n)

(o)

(p

@
52,

0

M

requiremeats for seeking permission of the 'Authority to change,
alter or re-programme unique device identifier of . any
comntunication equipment by any person for research or any other
legmmau purpose;

-procedure for seeking appropriéte orders of the Authdrity for

removal, destruction or. blocking access to information under this
Act:

constituticn of computer emergency response team and the standard
operating procedure to be adopted by such team;

s

appointment of desngnated agency havmg capability | to collect real
time mformanon .

manner of coordination between the investigation agency and other
law enfor;ement and intelligence agencies ‘including designated
agency;

for manag:ment and oversight of the forensic laboratory;

qualifications and trainings of the officers, experts and staff of the

forensic laboratory;

powers, functions and responsibilities of the forensic laboratory, its
officers, experts and staff;

standard operating procedures of the forensic laboratory to interact

thh the investigation agency; .
manner of soliciting and extending international cooperation; and
matters co rmected or ancillary thereto.

Removal of difficulties.—If any difficulty arises in gavmg eﬁ‘ecl to

the provisions of this Ast, the Federal Government may, within two years of the

comm

be nec

under

s3.

encement of this Act and by order published in the official Gazette, make
rovisions not inconsistent with the provisions of this Act as may appear to
essary for removig the difficulty. :

Y&

Report to Parliament.—The agency designated or established -

section 29 of the Act shall submit a half yearly report to both houses of the

Parliament for consideration by the relevant Committee in camera, in respect of
its actjvities, without disclosing identity information, in a manner as prescribed

under 1

his Act.
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54, Amendment of Electronic Transactions Ordinance, 2002
(LI jof 2002) and pending proceedings.—(1) Sections 36 and 37 of the
Eleclﬁonic Transactions Ordinance, 2002 (LI of 2002) are omitted.

(2) Any action taken by or with the approval of the Authority or
proc¢edings pending under the provisions of the Electronic Transactions
Ordinance, 2002 (LI of 2002) repealed by sub-section (1), shall continue and be
deented to have been taken or initiated under this Act.

55. Savings of powers.—Nothing in this Act shall affect, limit or
prejudice the duly authorized and lawful powers and functions of the institutions
contrplled by the Governments exercised and performed in good faith.

ACTNO. XLIOF 2016
An dct further to amend the Banks (Nalional ization) Act, 1974

WHEREAS it is expedient further to amend the Banks (Nauonahzauon)
Act, 1974 (XIX of 1974), for the purposes hereinafter appearing;

, " AND WHEREAS the Supreme Court of Pakistan in a case reported as
‘Muhammad Idris vs Federation of Pakistan, PLD 2011 SC 213* held that the
ameniments in question in section 11 of the Banks (Nationalization) Act, 1974, .
. did not falt within the ambit of sub-clause (a) to (g) of clause (2) of Article 73 of

the Constitution thus could not have been introduced by way of Finance Act,
2007 : : '

It is hereby enacted as follows:—

1. ~ Short title and commencement—'l"hls Act may. be called the
Banks (Natlonahmnon) (Amendment) Act, 2016,

: (2) Itshall come into force at once and shall be deemed to have taken
effecton the st July, 2007,

2. Amendment of section 11, Act XIX of 1974, —In the Banks
. . (Nationalization) Act, 1974 (XIX of 1974), in section 11,—

(@) in sub-section (1), for clause ¢b), the following shall be substituted,
namely:— .

“(b) not less than five and not more than seven other members
including one or more directors whose election by the private
shareholders, removal and other matters shall be governed by the
Companies Ordinance, 1984 (XLVII of 1984).” sand *

49
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(b) in sub-szction (3),—

(i) after the word “Board™, the words “representing the Federal
Government's direct and indirect shareholding™, shall be
ad jed; and

(ii) for clause (d), the foliowing shall be substituted, namely:—

“(d) may be re-appointed for second. and final term by the.
- Federal Government, in consultation with the State Bank of
Pakistan, for a further period of three years.”.

ABDUL JABBAR ALl
) Secretary.
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