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The appeal of Mst. Roheela Sayal resubmitted today by Mr. 

Muhammad Amin Ayub Advocate may be entered in the Institution Register 

and put up to the Worthy Chairman for proper ordeV please.
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This case is entrusted to Single Bench at Peshawar for preliminary

.Notices be issued to appellant
2-

hearing to be put there on 

and his counsel for the date fixed.

CHAIRMAN

I

Clerk to counsel for the appellant present.13* June, 2022

To come up for preliminaryCounsel are on strike, 

hearing on 30.06.2022 before S.B.

(Kalim Arshad Khan) 
ChairmanLearned counsel for the appellant present.:02230.06.

As the inquiry against the appellant was conducted by 
idersigned when posted as Secretary Public Service 
ssion. Therefore, it would be appropriate that the case

the u(
Comm
may be placed before other bench, case is adjourned to 
12.08. Z022 for preliminary hearing before S.B.

\

(Fareeha Paul) 
Member (E)



The appeal of Mr^-Roheela Sayal Associate Professor GGDC No.2 Hayatabad Peshawar 
received today i.e. on 17.05.2022 is incomplete on the following score which is returned to the 
counsel for the appellant for completion and resubmission within 15 days.

1- Memorandum of appeal may be got signed by the appellant.
2- Appeal may be supported with by an affidavit duly attested by the Oath 

Commissioner.
3- Certificate be given to the effect that the appellant has not filed any service appeal 

earlier on the subject matter before this Tribunal.
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BEFORE THE KHYBER PAKHTUNKHWA SERVICE TRIBUNAL PESHAWAR

/2022Service Appeal No.

Ms. Roheela Saval
Associate Professor (BPS-19)........
GGDC No.2 Hayatabad, Peshawar.

Appellant

VERSUS

1. The Govt, of Khvber Pakhtunkhwa
through Chief Secretary,
Civil Secretariat, Peshawar.

The Secretary
to Govt, of Khyber Pakhtunkhwa 
Higher Education Department, 
Civil Secretariat, Peshawar.......

2.

.Respondents

I SERVICE APPEAL UNDER SECTION-4 OF THE KHYBER 

I PAKHTUNKHWA SERVICE TRIBUNALS ACT, 1974 AGAINST 

THE IMPUGNED ORIGINAL ORDER DATED 08.12.2021 

COMMUNICATED TO APPELLENT ON 07.01.2022 WHEREBY 

RESPONDENTS N0.2 IMPOSED UPON THE APPELLANT MINOR

I

PUNISHMENT OF WITHHONDING OF TWO INCREMETNS FOR
TWO YEARS AGAINST WHICH SHE PREFERRED
DEPARTMENTAL APPEAL/REVIEW BEFORE THE APPELLATE
AUTHORITY ON 18.01.2022 BUT THE SAME WAS NOT DECIDED
WITHIN THE STIPULATED PERIOD OF 90 DAYS.

PRAYER:
On acceptance of the instant appeal, the impugned order dated 

08.12.2021 communicated on 07.01.2022 passed by Respondent No.2 may 

graciously be set aside and appellant may be allowed her original pay with 

effect from the due date with all back benefits.
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/:1 'n..rr Respectfully Sheweth,
i

i

i Facts giving rise to the present appeal are as under:-

That the appellant is serving as Associate Professor (Pakistan Study) 

(BPS-19) at GGDC No.2 Hayatabad, Peshawar. She was initially 

appointed as Assistant Professor in the year 2003. Since then she has 

been discharging her duties with zeal and zest and no eomplaint 
whatsoever has ever been lodged against her.

1.

1

That while performing duties against the subject post, all of sudden, 
disciplinary action was initiated against the appellant being posted at 

Govt. Girls Postgraduate College, Kohat and she was issued Charge 

Sheet and Statement of Allegations {Annex:-A). The origin of the 

proceedings stood upon the complaint of Ms. Jamila Khanum, 
Principal, Govt. Postgraduate Girls College, Kohat, under the 

Prevention Electronic Crimes Act, 2016. Since the charges were 

baseless, ill-founded, based on malafide of the complainant 
therefore, the appellant submitted a reply {Annex:-lS) on 19.10.2020 

thereby explaining her position, the same may be considered as 

integral part of the instant Service Appeal. Thereafter, the so called 

Fact Finding Inquiry was conducted and appellant was 

recommended for suitable punishment. The copy of the Inquiry 

Report was not provided.

i 2.

I

I

3. That thereafter so called Fact Finding Inquiry Report was provided 

to the competent authority wherein the competent authority was 

pleased to pass an order, for denovo inquiry because the inquiry was 

not conducted in accordance with law and Rules. Consequently, Mr. 
Shakeel Ahmad, Secretary to Govt, of Khyber Pakhtunkhwa, Local 
Government Rural Development Department was nominated as 

Inquiry Officer who directed the appellant to submit her reply 

pursuant to the Charge Sheet and Statement of Allegations. 
Appellant instantly submitted detailed Reply on 16.11.2021 

{Annex:-C) by explaining her position but the same was not taken 

into consideration and without associating appellant into the inquiry 

proceedings, appellant was found guilty of misconduct. It is apprised
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that appellant requested the concerned quarter for provision of the 

Fact Finding Inquiry Report but this too met the same fate.I

■ 4. That after the enquiry, the appellant was issued Final Show Cause 

Notice (Annex'.-G) by the competent authority whereby minor 

penalty of withliolding of two annual increments for two years was 

proposed to the appellant. Appellant submitted a Reply {Annex'.-E) 

to the Final Show Cause Notice on 22.04.2021 whereby she once 

again explained her position, however, appellant was handed down 

the impugned order dated 08.12.2021 {Annex:-¥) by Respondent 
No.2, communicated on 07.01.2022, whereby she was inflected upon 

minor penalty of withholding of two annual increments for two 

years.

I

I

I

I

I
5. That the appellant being disgruntled of the order ibid, availed the 

remedy of Rule-3 of Appeal Rules, 1986 and preferred Departmental 
Appeal {Annex:-G) oh 08.01.2022 before the appellate authority but 
the same was not decided within the statutory period of 90 days.

6. That the appellant being mortally aggrieved of the impugned 

original order dated 08.12.2021 passed by Respondent No.2, 
communicated to appellant on 07.01.2022, files the instant Service 

Appeal on the following amongst other grounds:-

I

1

Grounds:I

i A. That Respondents have not treated appellant in accordance with 

law, rules and policy on subject and acted in violation of Article 4 of 

the Constitution of Islamic Republic of Pakistan, 1973 and 

unlawfully issued the impugned order, which is unjust, unfair and 

hence not sustainable in the eye of law.

I

I

B. That as per Rule-4 of Khyber Palditunkliwa Civil Servant 
(Appointment, Promotion and Transfer) Rules, 1989- the Competent 
Authority in the case in hand is the Worthy Chief Minister, whereas 

from the very inception appellant was departmentally proceeded by 

the Respondent No.l as competent authority and issued Charge

I
!
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Sheet and . Statement of Allegations and issued impugned 

Notification as well who under the rules was not competent hence, 
the same squarely falls under the ambit of coram-non-judice, 
therefore, liable to be set aside being void ab-initio. It is further 

averred that the impugned order passed by the Respondent No.2 who 

was also not competent authority. Reliance is placed on 2009 SCMR 

339, the operative part is as under

“When initial order or act relating of intuition of - 
proceedings was contrary to law and illegal, then all 
subsequent proceedings and action taken thereon 
would have no basis and would fall”.

G. That Section-15 read with Section-16 of the Khyber Palchtunkhwa 

Civil Servants Act, 1973 stipulate that civil servant shall be 

regulated by Rules made, or instruction issued by the Government or 

a prescribed authority and he shall be liable to be proceeded as per 

prescribed disciplinary action and penalties, therefore, it remains to 

be seen that whether the requirements of the Sections ibid have been 

complied with by the Respondents? The prescribed law as has been 

enacted by the Provincial Government is the Khyber Pakhtunkhwa 

Government Servants (Efficiency «& Discipline) Rules-2011 under 

which civil servant is supposed to be treated. Rule-2(1) read with 

Rule-3 of the Rules ibid, define misconduct, therefore, the offence 

under which appellant was treated does not fall within the ambit of 

Section/Rules ibid.

That appellant was subjected for departmental proceedings under 

the Provincial Electronic Crimes Act, 2016 (PECA Aci Annex'.-E) 

promulgated by the Federal Government on 19.08.2016, upon a 

complaint filed by the Ms. Jamila Khaiium, Principal Govt. 

Postgraduate Girls College, Kohat on social media/Facebook. 
Pursuant to the same, appellant was visited with the impugned order 

dated 08.12.2021. It is significant to aver here that under Section-29 

of the Act ibid, a set procedure has been embodied wherein a 

complaint is lodged before the concerned quarter and as per Chapter- 

Ill, the Federal Government authorized the F.I.A to investigate into 

the complaint and if the same was found to be genuine then the 

culprit would be dealt in accordance with law and Rules because as 

per Section-2(viii) of the Act ibid, the Code of Criminal Procedure is

D.
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I
applicable. The essence of the above averments is that neither the 

compliant was submitted before the concerned quarter nor 

investigation was conducted. It would not be wrong to mention here 

that the Respondents have become complainant and Judge in their 

which is clear transgression of the principle of natural

t

own case
justice as enshrined .in the maxim ''Nemo judex in causa sua" 

therefore, it vitiates the whole proceedings as the Foundation of the 

same is illegal. It is enunciated principle of law that the edifice 

would be fall to the ground automatically if infrastructure is
I

defective. Reliance is placed on “2018 PLC (CS) Note-36”
I

“....Rr, 2(3)(4) & 5 (iv)—Employee of National Database 
and Registration Authority—Allegation of holding a 
duplicate identity card—Termination of employee after 
issuing show-cause notice without giving personal 
hearing—Effect—Principles of natural justice— 
Applicability—Employee (petitioner) was terminated from 
service after issuing show-cause notice without giving 
personal hearing—Validity—Authorized officer should 
have forwarded the case of employee to the competent 
authority along with charge and statement of allegations 
served on the employee along with explanation of the 
accused and his own findings with regard to the penalty 
to be imposed— Opportunity of hearing had not been 
provided to the employee in the present case—Principles 
of natural justice had been violated in circumstances—
Employee had been dismissed in an undue haste----
Conduct of department was questionable—Impugned 
action was tainted with mala fide— Disciplinary 
proceedings were done without application of judicious 
mind—Basis on which disciplinary proceedings were 
initiated and conducted had already been resolved in the 
earlier round of same proceedings— Employee had been 
vexed twice with regard to same charges/allegations— 
High Court observed that employee should have been 
confronted with the material and record which formed 
basis for passing an adverse decision—No one could be 
punished merely on the basis of media reports by violating 
principles of natural justice and express provision of law- 
—Adverse action against any person would be illegal if it 
was influenced by media reports—Adjudicator whether 
judicial or quasi-judicial must apply a judicious and 
independent mind before penalizing or passing any 
adverse order against a person—Disciplinary proceedings 
and termination of employee was void ab-initio having no 
legal consequences—Constitutional petition was allowed 
in circumstances, [paras. 14,15 & 16 of the judgment]”

f

I

That it is momentous to aver here that Rule- 14 of the Government 
of Kliyber Pakhtunkhwa Government Servants (Efficient and

E.
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Discipline) Rules, 2011 read with Rule-5 of the Khyber 

Pakhtunkhwa Civil Servant (Appeals), 1986 maintains:-

(1) “On receipt of report from the inquiry office or 
inquiry committee, as the case may be, the 
competent authority shall examine the report and 
the relevant case material and determine whether 
the inquiry has been conducted in accordance 
with the provisions of these rules.

(2) If the competent authority is satisfied that the 
inquiry has been conducted in accordance with 
the provisions of these rules, it shall further 
determine whether the charge or charges have 
been proved against the accused or not.

(3) Where the charge or charges have not been 
proved, the competent authority shall exonerate 
the accused by an order in writing, or it shall 
follow the procedure as given in sub-rule (6) of 
this rule.

t

Because the replies so submitted by the appellant pursuant to the 

Charge Sheet and Statement of Allegation she outright denied the 

commission of the charge as leveled against her but the competent 

authority completely failed to apply its judicial mind and relied upon 

the recommendation of the Inquiry Officer which is against the 

of justice. Reliance is placed on 2020 PLC CS 1291 

(Supreme Court), the relevant citation is reproduced herein below 

for ease to reference;-

norms

‘Reinstatement in service— No specific 
allegation proved through evidence— 
Orders of the competent authority as well as 
departmental appeal were on the basis of 
that they agreed with the recommendation 
of the inquiry Officer, they had not 
scrutinized the evidence available on the file 
themselves, but awarded major penalty of 
dismissal from service by relying upon the 
recommendation of the inquiry officer and 
ignored the fact that no specific allegation 
through evidence was proved against the 
respondent—civil servant—prosecution was 
duty bound to prove the allegation for which 
the respondent was charge sheeted—Service 
Tribunal and rightly reinstated the 
respondent in service—appeal was 
dismissed’*.
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That no regular inquir}' was conducted into the case nor any 

documentary or oral evidence was recorded in presence of the 

appellant nor she was awarded a chance of cross-examination and 

provided opportunity of hearing. The entire action was taken at the 

back of the appellant and thus she was condemned unheard, 
therefore, clear violation of Article-lOA of the Constitution of the 

Islamic Republic of Pakistan, 1973 has been made. Moreover, it is 

enunciated principle of law that preliminary inquiry was conducted 

just to collect material against the delinquent civil servant and if the 

charges are found to be proved then only regular inquiry is 

conducted 'sVhere ticklish fact involved. Reliance is placed on 2007 

SCMR 1673, PLJ 2016 Trc Service 321, PLJ 2011 Trc Service 12 

and PLJ 2016 Trc Service 1353.

F.

That Article-lOA of the Constitution of the Islamic Republic of 

Pakistan, 1973 read with Section-16 of the Khyber Pakhtunkhwa 

Civil Servants Act, 1973 provides for the right of fair trial as per 

prescribed law and Rules but the appellant was not fairly treated in 

' disciplinary proceedings and the impugned order, is void ab-initio as 

well as against the principle of natural justice. Moreover, the copy of 

the inquiry Report were not furnished to the appellant by the 

Department inspite of requests which is also violatidn of natural 
justice.

G.

i

H. That it is a settled legal principle that even in case of minor penalty 

regular inquiry is conducted where factual controversies are 

involved and accused must be associated with all stages of the 

enquiry including tlie collection of oral and documentary evidence in 

his presence and he/she must be confronted to the same and must be 

afforded an opportunity of cross-examining the witnesses. In the 

case in hand a summary enquiry was concluded in an irregular 

manner and appellant was illegally found guilty without any 

evidence. Thus the impugned enquiry being irregular and the 

impugned order based thereon is nullity in the eye of law and hence 

liable to be set aside.

I
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I. That no opportunity of personal hearing was afforded to the 

appellant neither by the competent authority nor by the Enquiry 

Committee or by the appellate authority which are the mandatory 

requirements of law. Thus appellant was condemned unheard as the 

action has been taken at the back of the appellant which is against 
the principle of natural justice. Reliance is placed on PLD 2018 

Peshawar 170.
1

J. That the appellant served the Department, ever since 2003 and 

during that period she was never subjected to departmental 
proceedings thus, rendered meritorious seiwice to the department.

I K. That appellant would like to offer some other grounds during the 

course of arguments.

It is, therefore, humbly prayed that the instant appeal may 

graciously be accepted as prayed for above.

. Any other relief as deemed appropriate in the circumstances of 

case not specifically asked for, may also be granted to appellant.
I

Append
Through /

Muhaiiimad Anun Ayiib,
Advocate, Hieh-Court

I

&i
Muhammad Ghakanfar Ali,
Advocate, High Cdurt

Dated:16/05/2022i

)

I
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CHARGE SHEET.V

. , 1, Dr. Kazim ll^jaz, Chief Secretary, Khyber Paklituirkhwa, as Competent Aallihoriiity, am
)f the opinion that Ms. Rohola Sayal, Associate Professor in PMdstah Studies '(BPS-jl9j| Govl 
jjrls Po.st Graduate College, Kohai has rendered herself liable to be proceeded against, as y'ou > 
onunitted the following' acts/omissions, within the meaning of rule 03 of the Khybea- 

1 'aJchlunldiwa Government Servants. (Efficiency and Discipline) Rules, 201L

That you, held responsible of violation-of Prevention Electronic Crimes Act, 2016 
by criticizing Ms. Jaraila Klianum, Principai, Govt. Postgraduate Girls College,

' ■ Kohat on Social Media/ Face book.

1- By reason of the above, you appear to be guilty of misconduct under the rule 03 of 
the Kliyber Pakhtun]di\vii, Peshawar Government Servants (EfQciency' & 
Discipline), Rules, 2011 and have rendered yourself liable to all or any of the
penalties specified in rule 04 of the Rules, ibid,

3. \ou are, therefore, required to submit your written defence within seven days of 
the receipt of this charge sheet to the Inquiry OfQcer/Commiltee, as the case may 
be.

c'

<

.4. Your written defence, if any, should reach the Inquiry' Officer/Committee within ,t!he 
specific period, failing which it shall be assumed that you have no defence to put in 
and in tliai ca.se ex-parte action shall be taken against you.

5. Intimate whether you desire to be heard in person.

6. A statement of allegations is enclosed.

I

}
I

khyber pakhtunkhwa

I
f
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STATEMENT OF ALLECATIONS

That she. held responsible of violation of Prevention Electronic Crimes AcU 201«

Koto;T„“i;L“L'“,'a “T'
Fo. ihe purpose of Inquiry’ against the said accused with reference to the above 
‘-^gaions, an Inquiry Officer/Inquiry Committee, consisting of the follovinm is 

consututed under rule 1 Of] )(a) of the ibtd rules.

yg^eXgN

.,_,V

I

\

t
' /A^!Ce1.

/a vo> iT
f.11, S V sJd.i ' 7. M3. The ...quiry OfScer mqjiry Commir.ee shall, in accordance with the provisions of 

...d rules, prc. ;de reasonable opporiumt)' of hearing to the accused, record its 
ficdtngs and make, within thirty days of the receipt of this order, 
as to panisbnent of other appropriate action against the accused.

(
t

!1

recommendalions
I,

4. The accused and a well conversant represe",;a;i\’e of the department shall join the 
preeeedings on the date, time and p'aee fixed by the Inquiry Officer/lnquiry 
ContmilVee.

I

/' . .

: /kt }

: .1iiAA-/m m2j
CHE^ SECRETARY, 

KHYBER PAKHTUNKHWA
{

J.

f. '■

/

r
I \

t
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Rclcifncc lo Ihc Diicclorale Of Higher lHltiC!ilit.in Khybcr PaKhuinPhua Iclicr 
No, 1794().CA-5 lisu:nnmch/v\'12/Miss. Rohcoln Sa\’cI/l'nk->StuJics ilalcil OK;f 0,2020 fm ihc 
subjccj noicd aKno, received as on IS. 10,2020 tliroujih registered po!>f, vvlicrcin tlie 
'..ndersigned is .served willt Stalcmeiji of Allegations and Charge Sheet. It is .stated th.it 
Charge Sheet served to tire uirdcrsigncd is journalized no Speciilc violation has been 
nreiriioncd therein which can conclude that uiHleisigned is held responsible undei the rule Ij3 
Cl' tire Rhyber Paklrlnnkhwai. Pc.shawtir Government Servants {UfTicicncy it Disciplinary) 
Rules 2011. However. Para wise reply lo the charges leveled against the under signed arc as 
under

'I'lic undersigned is coniinunlcaied tlr.ni I have been ireld responsible of 
violailon of Pre Vent mil lUeclroiiie CViine Acl. 2010 by erltiei/inn 'vlv t^iinil.i 
I, liiiiiiiiii, PiliU'iiiul, (Invl Pii<ai>iiiiliiini‘ 1 ill Is (')>1li*i<i' Koliiii >»i Sill.it 
McJUnl-uccboiik.

In defence of the above leveled allegntion it is stated to the Impiiry C’onrnuttcc 
that no doubt I liuvc some accounts on social media and I -Id icspond to 
various posts but I have never ever u.scd any un-parliamcnlary kmgu.'ige/ 
words lu any posts, .specifically to the in-question principal. T have never used 
any abusive/ un-parliamcntary language. Iff have had, the satire should be 
reHectevi in Charge Sheet ns,evidence. A charge sheet should be specific, lo 
the point and duly supported by the evidences buj in the instant vase the 
undersigned is provided with a journalized fonn of charge sheet.

Fioedom of e.xprcssion is the constitutional right of every' citizen, livery 
citizen has the right lo express his opinion but not In a vVay to harm somcoiie 
feelings. Following such principal. I have not used any word or language that 
coiily be dealt under Prevention Fdpclroiric Crimc.s Aei. 2Q16. I went tlmniglr 

V to^ntiro Act chuplor by cbapicr but Chapter-Ill CstablUhmcni of 
j^^csllgaitvd Agency and Chapter-Ill Power of lirvosllgirlion got nr>
' .uicnlion with regartl to such. nature cases, ’fhe coinmitteo Is, llicrcforc. 

reqiic.stcd that before arriving any conclusion the Preyemion Ulectronic C.'niuo 
■Act 20161,ns mentioned in my charge sheet Para-1, may plctise be visited so as 
not to creme any controversy lowartl Prevention lilcclronic Crime Act ?,iil6

tr

"•t

■d. - .

£I
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.ui l K.hylTcr I'ukliiiinlluv*). I’c'tini'Vjir <ii»vcn)iitcMl ‘n’tvunii (J friv'jc 
I''isci|<itiic> Uiilc;. ?.lil I,

Vide of ihc Slieei ilic uri(k>si£;nc(J i'j tmifn.de.I ii (
li.ive iippc-tfcd to he {juilly of niiscciiiduci, under JJlc Rufu 03 of the Klt^l-er 
I’nkliiunl.liwa, Government Scn.uits (liffiticiicy A- Discipline) Ruler,.2u 11unU 
have rendered liable lo nil or iiny of :lio penalties spcctncci in rule d < ni the 
Rules ibid.

In (lelencc of the above mentioned Pani-2, Rule 03 of the KItyber 
Pahhtunkhwa, Covcmrnenl Servants (linieifcncy & Discipline) Rule;., 2011 
whereupon I have been appeared pniliy of misconduct, is re produced .is 
under;

'•Groftnih for Pr,>ccv,lhi^K.A Gov^nunnU icn-ani shat! In; habk- to tn 
proceeded ag«/>o/ under ihcni rulcx, ij In- ,s~

(n) Ini-j'ticU-nl or Jtox cvosiul to hr r//iriroi for ony 
(h) Uudty of inisLuiiduclt or 
(cj (lidliyoj corniplion; or
(d) Giidiy ojhahituoUy akwilwy hiondf /ion, dun- willioul nrk 

/ern e; or
(cj £/;saq,.v/ or is rensonahly heheved ,o he cnyai^ed in subecrm-c acin-„dn 

or >s reasonably belkn-ed ,o be associated ^eith other <o>iyi^d tn 
subversn-eactmues, ons y,uiUy of disclosure ofajfficiahecreis in L- un-

in sen-ice is prejudicial In naiwnal

Entered mto plea hargiiining under any law forilte time beingin force and 
nas returned the assets or gains acquired through corruption or zornmt 
practices s-oluntarily, ‘

J have already stated that J have never ever used any odvcrsc/nbusive/ vm- 
parliamentary \vord.s on social media and for the subject Principal as well and 
I still have my w-ords, I am still wonder that what heinous crime 
committed Upon whieh I have been made liable for stich major penalty,

1 would like once again to bring kind attention of tlic committee towards the 
Cliygc Sheet where the word ‘'Criticir.ing” is used which docs not cover 

^^nder Rule 03(b) of the Khyber Pakhlunkhwa Government Servants 
\WI^ick:ncy & Discipline) Rule.s. 2011. Funhennore. it is also not clarified that 
W^iatkind of criticism is made and upon what lyirc of action such criticism is 

^/yffered. Let suppose 1 have had criticized the Principal upon some 
i/action^ord'crj or anything else then \ylio has certified that she hud the 

authority/powers to do so, to say so upon which I haveoftered mv criticism.

Wlicn we look' into the matter certain questions arises wliich also neeU to be 
hetidccl like (i) whether thdrcriticLsm was ofTered only by me? (n) whether 1 
was the only member of that group anti no one else, was there? (lii) yvhether 
the principal was al.so thoanember of that group? tiv) how many members of 
that group has nltcstcd the allegation? (v) what is the percentage of such

4
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'■caularlv A'lon i ’ ‘“‘ssigncd BS classes wh^S ^

l-i'rw-HiSS “ '*u*v sci:..^jn 

ihc
•nsiantcomplaini.

■ .Ki„ no,.,, 0,
me1

a no!
5., ^.''cLr^is 'Tz^ ,=".adverse/abusivc/iin-parliamcntary words to the com I cniicizcd nor cse
therefore, reciuosied dmt my humble submissions ns sS nU »•
while firulizihg the enquirj- report. cor.s.dered

mcniionod
an>

1 I

' I .

I>afcd: 19.10.2020
(ROHEELA SAYEL) 

associate professor (BS-19)i
I

I
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The l learingOOker.
Mr. Sliakcd 
Secivian to Govt, of Kli>bcr f’akhtuukJiwa. ' 
Local. Ciu\i, & Rural Ociclop^n

t
i ■

•r
CfU

Subject: mg.CIPLlN.\RY FMtOCF.F.DING AGAi.N^ST MI^S' Unitt.>ri 
ASSOCI.4TF PROKK.SSGH -------------------------- -^

STliPfFS ”■ -----
PESHAWAR

)

fBPSM8) OF PAEI.STa\
SCrENCH COLLEGEGO\a:RNMENT SlTt RtHR

1
\

^ o . Government of Khyber Pakiuunklnvt. I.ucal Guvcnimem. Hkvtjon
and Rural Development Department Letter No. PSijJLG Personal Hearing/202) dated 18 lu^O^) 
on the subject noted above, it is stated that Charge Sheet served to the undersigned in the subject 
matter (Anncxure-I) has clearly mentioned that J have been held responsible for violation of 

revemion Electronic Crimes. Act, 2016 by criticizing .Ms. Jamiia Khanum, Principal Govt 
I ostgraduate Girls College Kohaton Social Media' Face book. IK reason of tfte above I havebeen 
tound guilty under the rule 03 of the Khybcr Pakhiunkhvva. Covcnimcnt Sctx'ants (Efficicnev A 
Disciplinary) Rules 2011 and has c been charged under rule 0-) of the above pieniioncd E&D rules.

I

(
i

*

Since ihe day Efst I apt requcsting to the committees constituted as (iy|’ucts rindinti 
commiiiee and (it) Enquiry Committee to show me the cv ideiiccs whereupon 1 have been charged 
lor such major penalty but till date ihcy have not presented a single evidence. Furthermure 
proceedings based upon Prevention FJectrtc Crimes Act, 2016 is not the mandate of anv other 
mihoritv except FI A (Cyber Crime Wing) because ihcy have specialized equipment and'skilled 
lersonuls to access ilic social media and verify the allegation with proof. While in the itislam ca^c 
ill the actions have been taken by the.depantmeni one sided without consulting FI A tCvher Crime) 
Kcau.se the complainant is an innueniial person, having finks in Directorate of Higher Education. 
Jiaracicr assa.ssinaiion is being iniliated and tliu undersigned is tortured by diflerem means. The 
.ubject principal has personal gnidges with undersigned, flic priripipal is'uSing her aulhontv fo- 

, inychqractcrassaSsin-dtion. ' ■ ■ ' '

2.

4
I

I

1

It is my humble request to your good scli'ihat all my \\ritieo statements nreviouslv 
ufamitled to various coihmittees in this enquiry, may please be read at least once before arriviiie 
n> conclusion. Copies of vvrjtteh. statements, submitted to dirferem eommiitee.s^ forunv> arc 

, I lerefore enciosed at Anncxurcrll and III as ar^dy reference. ' ■ >

1I

tp

1
1 (. rt-

, underChapicrHlf (26- I-Stablishmenl oiTnvvstigaiive Agenc^) nnd tliupicMlft:?-
I ovver oflnvestigaiion) of Prevention Electric Crimes Act. 20l6.it is the mandmeornA (Csrcr 
crnmc \S mg). It is, therefore, retiucsicd that the m'itlter may plciisc ho jorwarded to I IA (Cy ber

vv.' I-

'■!

1

■ t
♦ •? ■. f

*I i-'.- •
V. r.‘ 'i t!•
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■ •^ 1I-
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( rime Wing ) to assess tltc allegations tinder Prevention Ideclronic Crime Act, 20216 as mennoned 
iin Charge Slteel (Aiincxurc-l) so nslo justiFy Ibe major penally imposed upon the urtderstgtteti

The hearing- officer is once again tequcsied that a!! the leveled 
aicntioncd in charge sheet arc baseless, ,1 Have neither criticiyed nor use any “ 'j 
parliamentary words to the complainant on social media (Faceb^tc).^ , ..r p,naii7,ng the 
my humble submissions as slatedin above may kindly be considered while finalizing
enquiry report. • - ,

?i

t
i

< j r » . >

(ROliiLASAVEL)
associate PROFESSOR (BS-tO)Dated: 16.11.2021
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SHOW CAUSE MOTIHF

rL^H
Tit)/I. Mehmood Khan. Chief Minister, Khyber Pakhtunkhwa as competent authori 

under the Khyber Pakhtunkhwa Government Servants (Efficiency & Discipiine) Rules, 2011, do 
hereby serve you, Ms. Roheela Saval. Associate Professor of Pakistan Studies (BS-19), Govt. 

PbslgjatSuate Giris College, Kohat, as follows: -

That consequent upon the completion of inquiry conducted against you by the 

inquiry committee for which you were given opportunity of hearing vide 

communication No.KPPSC/PS-Secretary/010931-35 dated 20<>> October, 2020;

r.

and

On- going through the findings and recommendations of the inquiry committee, the 

material- on- record and other connected papers including your defence before the 
inquiry committee.

I am- satisfied that you have committed the following acts/omissions 
specified in rule-3 of the said rules:

Guilty of inefficiencya.
b. Guilty of misconduct

2: As a result, thereof, I-, as Competent Authority have tentatively decided to impose 

-- /,- l-l'.X.-C- < s(. ' -i-upon, you the penalty of 
rutes..

,__i_ under Rule-4 of the said• - • .•

You are, thereof, required to show cause as to why the aforesaid penalty should 

not' be imposed- upon you and also intimate whether you desire to be heard in person
3.

4. if no reply to this notice is received with seven (07) days or not more than 15 days 
of its-delivery; it shall be presumed that you have no defence to put in, and in that case an ex-parte 
acboa sballi be taken, against you-.

A copy of the findings of the enquiry committee is enclosed.5-.-
f ,\

. 1I I
(Mehmood Khan) 
CHIEF MINISTER 

KHYBER PAKHTUNKHWA
h•I
I':'

I
•D
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\. Suliji’n;
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llt^mnabic Sir,f \
■f

Kindly K-fcr u>lhc Show Cause N'otke scived l j die undcreigned 

cinnmuiiiealod liwi undersigned is charged as (f) CnlUy of inefnricncy & (it) CniKy of 

misconduct and have decided to impose the major penalty of “Withholding of two annual 
mea-meuts’’. Copy Aiiiicxud nt 1.

Keei>!iii', in vimv (lie iiniiuviliini ul /ilmvi (inutlh. vhtc I'm.i t ol |Ii,- Siiii>v ( ,ii.
Noiicc. undersinned has given a eh.nice to sliow cause as to vvlty the .ilwreNai.i f..-itatt> 
nut he impnsed upon ihe uniloi'signetl.

ilonorulile Sir. In dcl'cncu it is stated that I have nut cominiued any viu! nkn
that could be charged uitdcr (i) Guilty orinefncicncy & (il) Guilty of misconduct, f auld like ’

to c.yptcss all the facts in cietiiil for your perusal and reconsideration of my rccittc.sl/appcal,
\

(a) At Para-5 of the aforementioned show cause notice it rhcn|Ioned that "A copy of 
the ftndings of the cnquiiy committee is enclosed” vshilc in fact'thc undersigned is 

provided with a single page of photocopied paper of “Show Cause Notice" by the 

^^principal of Mayatnbad Girls College Peshawar. When the relevant documents 

demanded from Dircctornic of Higher liducalion Peshawar, Secretariat of Higher 
i-ducation Khyher Paklilunkhwn and Principal of ll.ayaiabad Girls Colieitc 

Pcslmwar they all refused to provide the same on the grounds that they 
provided wiih only S’lmw Cause Nolieo.

This happened not for llic'first witlt undersigned, at the time when enquiry was 

initially assigned to enquiry committee, the undersigned was alsoscr\-ed w ith single 

pager show cause notice ns like (Anne.xurc-ll). A detaii reply to that Show^ns-N ^ 
Notice was communicated to the enquiry'officers, even though'the undersig^dyJa^s,-^' 
heard in imrson bu( w-as just a fonnaliiy because the committee’ had no ground^io "P ' 

deny my response. Copy of the reply lo that Sliow Cause Notice is Annexed at 111 
wiiich may please be seen once.

I
, IaTCIM \l »’»
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(h) Thccijquuv iniliiiDi c«T!(liietO(K>y'Uie (fj l-arcehn Tuul (PCS So’
lli;-20} .iMtl b’hurir Onl (I’rincifwt Oovi Supirftpr Sclt-ncc Colicge..
in;slmwnfl laMlly o.. (hi..ck-.s nfu] oplriui.is <,t' r.nnuvhniwP

^ M./'
. <

iX'

i ■
iind impaniid person,>>, .. I. *

AlU’i’aiion pr*'(’riUcl^,inr‘ »r Priiicij»al on Social tnedia’' was leveled agiiir.si live 
, timicrsiijncd as well as lier bwihet by Miss JaniTIa Klianuin. I'rmeipiil l',|s{ 

Grailuaio Cdliepe for Wpmen, -Koliai, Which was farther <i,vplosied hy !h« 

l-liicclumte of I linlier luluciiliuii Iweanu' I'Tlhc iiivolveincn; ftf hrt'ihcr'hCiv.J 

I'lnplayec^'Unloti ofl-Uuciaidn bcpariinenl.Tlvis baseless ciiqtiiry w'a> ma(cri.ili/,eil

I

; *.
■ n by the ami aforementioned enquiry officers avIio Were, under the rules , 

“Prcveuiion Islcctronic Crime Act, 2016” as meiilioncd in nty Charge Slicoi 
Notice, not cnjinblc to gel the Forcn.slc Audit of the medium AVhcrciipon such 

violmion was committed. Furthermore, neither the inquiry'committee officers 

had any technical specialization to conduct tiic Forensic Audit of the medium 
to extraci es'idcnces fur justificalion of such violation nor consulted any 
authority of such capability. The inquiry was started frorh thejaltosiiUon of the 

pt incipal and ended upon Utc statements of few fcllow-s of the-principal. The main 
cvitlcnccs’of the ease were not surfaced in the enquiry-which cpuiJ justify the* 

viplaiion of Prevention Electronic Crime Act, 2016 as per the procedure defined in 

Prevention Electronic Crime Act, 2016 lor such violation..

► «

i

4
• i

••ft

1t ft ■
■)

II
I

I 1t; )i ■
i

(c) Aniitiier allegation of absence from duty was leveled‘by the principal o! Post 
Graduate College for Women, Kohat. Where in defcncc>f such'allegation, it is 

stated that undersigned lia.s attended all, his classes and haw also ciiinpkted the 
of assigned, classes weir in iime. 'As an'evidence, i have presented the

i
‘.r

?
3

(a , courses
attendance .sheets of those IJS clls.ses which wore nssiened to the undersigned, h is 
worth mentioning here that 100% attendance and course completion certilicatcs 
commu'nicatcd’to the WomcP_ which were duly signed by thc-Prineip.a!

Post Graduate College for Women Kohat itself. ’

i
t

• t r
H

t fii ■
V

•f
•J • iI (

*1I
.1 Wf’3'

is evident form the record .that provincial gov,cmmcnthps‘spent '^lott
■ . ... .

. financial resources upon procurement of l^o'Mauic dcy^^^^ Ore purpose
' in collcBCS. 'Bill-as per’the direction of Prmcip.al of

> 'M , .. ■ . ,7. r-W*... ■ - , ■' ‘
Atassuring ailcftdancc m. . . t

' Graduate Collcgc ToV Women Kqhat,'-Bm' Matfic.devise'was ^ oeh
t
!• 3
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' .iiiciul.incc |ugc \s-js Ken, . , ■''•"'•■'■* "‘■'"••"tc.
u.idcrsiuncJdauancIcdtlK-pngcl^Morj-' 7^ the

W) '’'■i"np.^iPosiGi:,dn.UeCollcgcMh

personal with uiitlcisigncil at ilie lim 
Post Graduate Coll

r Won.cn Kohat. Mi,,, Jumila Ki.anum become 

Je u-hen here tu,c face disclosed to the srutTof

as also been conducted in this regard.
'■rtnei,.., ,.o„ c-„„o„c Wo,„c-„ ........ ....
die View that 1 |ja umiiin was of 

-s amounting 
pei.sona! with undersigned and

VC snrraccd ,l,c nc>vsorrn,„d„lc„, wiil,dn„vcl of fed 

«vhcrc„|„„ Ac tecumc 
lubricated the entire scam.

Keepi,,. i„ Vievv ,l,c nbovc .mied lees, i, ic ,„>• |,„„,„|c request ,l,c Honorable 
Mnuslcof Wtyber Pakh,u„bl,«a ,„n, entire Inquiry is based upon .be personal grudees

. »!■> U dhholdtng orpvo annual ineretnents" is unjusiined. I. is therefore payed that 

. ..her wave o.l the penalty intpo.sed by the Inquirj. conttniuce or award this i 
cjriine W,„s (FIA) for ^■otensic Audit of the medium so as lo 

allegation leveled by ,Mi

I

r.d a

inquiry to Cyber 
tiiicertain ilic factual position of 

is.s. Jamila Kbaniim. Principal Post Graduate College for Womendie

Oliat.

'■5 1 hope your merciful sigh, will no, overlook my genuine request 
the undersigned in waving ofi'thcstig

and will help 
from my professional charier in transparent manners.ma

Dated:
Tile humble reqtiestce^

, 1

?LA S^'EL) 

associate professor (US-19)
(UOIIE

r~
5TTESTEJ.,
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T- .11'., . .wn r.2pA iJl'thc acciiscO u* ihc ihmv c-usc notice and after alinr 'ii.:,' (l.e 
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Better Copy

GOVERNMENT OF KHYBER PAKHTUNKHWA 
HIGHER EDUCATION, ARCHIVES & 

LIBRARIES DEPARTMENT 
CIVIL SECRETARIAT

Dated the Peshawar 08.12.2021
hOTIFICATION

h Q.SO(C-I)HE/l-l/2021/Roheela Sayal/. Whereas the officer was proceeded under the 

Khyber Pakhtunkhwa Govt. Servants (Efficiency & Discipline) Rules, 2011 for the charges 

included in the charge sheet and statement of allegations dated 02.10.2020 and the following 

p malty was imposed tentatively:- .

S.No. Name & Designation Penalty imposed
1 Mrs. Roheela Sayal

Associate Professor (BS-19) of Pak Studies,
GGPGC, Kohat now working in GGDC No.2, Hayatabad, 
Peshawar ■'

“Withholding of two 
annual increments for 
two years”

And whereas an Inquiry Committee comprising Miss Fareeha Paul, (PCS, SG-BPS- 
2|0) and Prof Sharif Gul, Principal (BS-20), Govt. Super Science College, Peshawar was 
c instituted to probe into the allegations.

2

And whereas the Inquiry Committee after having examined the charges, evidence on 
cord and explanation of the accused officer submitted report.

3
r(

Now therefore the Competent ’ Authority after having considered the charges, 
elvidence on record, the explanation/reply of the accused to the Show Cause Notice and after 
affording the opportunity of personal hearing to the accused while exercising the powers 
c inferred upon him under Rule-4 of the Khyber Pakhtunkhwa Government Servants 
(Efficiency & Discipline) Rules, 2011, has been pleased to impose minor penalty of 
“Withholding of two annual increments for two years” on Mrs. Roheela Sayal, Associate 
Professor (BS-19), Govt. Girls Degree College No.2, Hayatabad, Peshawar.

4

SECRETARY
Higher Education Department

I ndst: No. & Date Even
C!opy forwarded to the:-.

1. The Accountant General, Khyber Pakhtunkhwa. .
2. Director, Higher Education, Khyber Palchtunlchwa.
3. Principal, Govt. Girls Degree College No.2, Hayatabad, Peshawar.
4. Officer concerned.
5. PS to Secretary to Govt, of Kliyber Pakhtunlchwa Higher Education Department.
6. Master file.

1

Sd/-
(Riaz)

Section Officer (Colleges-I)
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The I iMiiPiaitlc ether Mjnl.‘.i‘-r‘r 
'ICliylK’f'l*wkhlunklmii,

fM.:r;.\Rt)iN(L_ wi rnnoutiNC OK ^IWO ANNUAt.AIMMCAL_________
rCTMii'Mir.NTS \VI 1 ILIlLJll'X'l 1)1 N(: l)lS( '-\IT .INAUV t'HOf;|>1X)I,n:<. 
TT^Ttver xms- unilFJCKA SAVAt.. ASsoriATh3 >T«)Ki;sSDH (mhs~ 
10) f)K J^AKTSTAN ST'liDlKS,

Siihji'fl:

Ii

i -f .

Ufspccicd Sir,

Kindly a*ror to the. subjcci noted (ilhA’C tiinl to slide (lint undcrSiyncii vv'iis' issued ■ 

slunv cause notice by the Ciiicf Minister K.l)yl>cf Pakhiunkhwa (Anncxurc-A.) in light ol’ . 

Charge Slicct and stalemcni ofidlcgation issued by.liic Chief Secirciary. K-hyber Kakhlunkitvva 

(Aiitiexurc-l}) . , '.

Rcspcuuling to above slated Show cause notice, Charge Sheci-and Siaicnieni of 

Allegation ymir good scll'has been jsrovided with humble reply which is placed at “xYnnexure- 
C” as u'ready reference.

3. - -.In the above rerened Slrow-Ganse Notice, placcd-al AnneXHre=A,T^have been ’ “
! Jr

communicated that / hiive committed.the following acta/omissious specified in rnle-3 of the 

said rnles (a) Guilty of inefficiency tindfU) Guilty oftuisconduct, Asa result, thereof. Chief 

Minister, ti.s competent authority Has tentatively decided to impose upoiifne the penalty of 

withholding of two nnnitdl increments under Hule-4 of the said rules, Cbuseqtiemly. upon 

the eninpiclion of enquiry by the enquiry officer, the undersigned' is coninnmicatcd with
* .* ■ , 'f -o *

noniicaiion of inajor punishment of wiUtholding oJ'uVo tainual iheivments (Aimcxurc-D).*

It is pel tinciinp mention heic tlini undci-sigited is, charged-ypon the violation of 

Preveniioti of Hlccironic Crimp Act 2016 (PECA):by criticizing Ms, Jamila>K,haniiin, Principal, 
Postgraduate Girls C-ollcge Kohtil oiTSocini Mcdia/Pacobook. By reason of that I have 

a])j)curcd to be guilty onnisconduct under the rtdc p3 of the Khyber Pakhiunkhwici, Peshawai
' ■ ? V ‘ '' i

Ciovenimeiu ScK'onls f{;mcicncy & Discipline) Riijes, 201 l. CAnne.\urC'B) ’ ‘ '

(

I

I

i

4,

J •1-

-f4-
C ..A t

It-is worth mentioning thiir under PrevCntidh of Ulcciric Crime .Vd ^UKT ' ,
• ■ • V . . • . • a • r-i ■

(ITiCA). I’lA Cyber Criiiie Wing has‘,bccn csuibli.shedkis'a''separate di^igiiuied agency to 

coikIuci enqvnryfiiivesiigidiondor tlieonencos. 'I'liorerore, Kduc'^iuion Deptinmehi wonid have ' 

lu (unwrd the same to j-lA CsHicr Crime Wing, Ibr' invcsiigaibn utider PI:CA42(U6. If -■

5.

■ 'ATTgSgiO
•i

f- t-s’ 4-f
’•i
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muicisiLUK-tl is louiKl guiliy by Die FIA Cyber Crime W ing i" •'‘‘•cb cnquir). ibcti ihe dqiarirr.ciit 
m.i\ proccal unJer KhybcrPiiklUunkhv^a Govenimenl Scniinl i l-ffidcnC> & Di^*ciplini.) KuIl

:oii.
1

penally in)|M>scd videYvuu- good sell’ is, thcicIVuc. rciiuestecl tfiat 
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PARTI

Acts, Ordinances, President’s Orders and Regnlations

) NATIONAL ASSEMBLY SECRETARIAT

Islamabad, the 19th August, 2016
t

No. F. 22(3)/2015-Legis.—The following Acts of MajUs-e-Shoora 
(Pa liament) received the assent of the President on the 18th August, 2016 are 
her :by published for general information:—

t

ACTNO. XLOF2016

An Act to make provisions for prevention of electronic crimes

Whereas it is expedient to prevent unauthorized acts with respect to 
information systems and provide for related offences as well as mechanisms for 
the r investigation, prosecution, trial and international cooperation with respect 
the eof and for matters connected therewith or ancillary thereto;

It is hereby enacted as follows:—
I
I
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CHAPTER!
PRELIMINARY

r ■ "

1, Short title, extent, application and commencement,—(1) This 
Act may be called the I'revention of Electronic Crimes Act, 2016.

(2) It extends to the whole of Pakistan.

(3) ft shall apply to every citizen of Pakistan wherever he may be and 
also t( every other person for the time being in Pakistan.

(4) It shall also apply to any act committed outside Pakistan by any 
persoti if the act constitutes an offence under this Act and affects a person, 
prope ty, information system or data located in Pakistan.

(5) It shall ccme into force at once.

I

■;

2. Definitioas.—(,1) In this Act, unless there is anything repugnant in
the suyect or context,—

1

(i) “act” includes—
• 1 (a) a se *ies of acts or omissions contrary to the provisions of this 

Act; or

(b) causing an act to be done by a person either directly or 
through an automated information system or automated 
mechanism or self-executing, adaptive or autonomous device 
and whether having temporary or permanent impact;

j

“access t3 data" means gaining control or ability to use, copy, 
modify or delete any data held in or generated by any device or 
information system;

(ii)

(iii) “access to information system” means gaining control or ability to 
use any part or whole of an information system whether or not 
through infringing any security measure;

!

)
• i (iv) “Authority" means the Pakistan Telecommunication Authority 

cstablishcil under the Pakistan Telecommunication (Re-organization) 
Act, 1996 (XVII of 1996);I

t
(v) “authorization” means authorization by law or by the person 

empow'erod to make such authorization under the law;
1)
I
t

!

I

i

>
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Provided that where an information system or data is available 
for open access by the general public, access to or transmission of 
such information system or data shall be deemed to be authorized 
for the purposes of this Act;

(vi) “authorized officer” means an officer of the investigation agency 
authorized to perform any function on behalf of the investigation 
agency by or under this Act;

(vii) “Code” means the Code of Criminal Procedure, 1898 (Act V of 
1898);

(viii) “content data" means any representation of fact, information or 
concept for processing in an information system including source 
code or a program suitable to cause an information system to 
perform a function;

(ix) “Court” means the Court of competent jurisdiction designated 
under this Act;

(x) “critical infrastructure” means critical elements of infrastructure 
namely assets, facilities, systems, networks or processes the loss or 
compromise of which could result in,—

(a) major detrimental impact on the availability, integrity or 
delivery of essential services including those services, whose 
integrity, if compromised, could result in significant losS; of 
life or casualties, taking into account significant economic or 
social impacts; or

(b) significant impact on national security, national defense, or 
the functioning of the state:

Provided that the Government may designate any private 
or Government infrastructure in accordance with the 
objectives of sub-paragraphs (i). and (ii) above, as critical 
infrastructure as may be prescribed under this Act;

(xi) “critical infrastructure information system or data” means an 
information system, program Or data that supports or performs a 
function with respect to a critical infrastructure;

(xii) “damage to an information system” means any'unauthorized change 
in the ordinary working of an information system that impairs its 
performance, access, output or change in location whether 
temporary or permanent and with or without causing any change in 
the system;

'
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(xiii) “data” includes content data and traffic data;

(xiv) “data daniage” means alteration, deletion, deterioration, erasure, 
relocation, suppression of data or making data temporarily or 
permanently unavailable;

(xv) "device*' includes,—

(a) physical device or article;

(b) an}' electronic or virtual tool that is pot in physical form;

(c) a password, access code or similar data, in electronic or other 
form, by which the whole or any part of an information 
system is capable of being accessed; or

(d) automated, self-executing, adaptive or autonomous devices, 
pregrams or information systems;

(xvi) ‘‘dishom;st intention” means intention to cause injury, wrongful 
gain or wrongful loss or harm to any person or to create hatred or 
incitement to violence;

{xvii) “electronic” includes electrical, digital,, magnetic, optical, 
biometric, electrochemical, electromechanical, wireless or 
electroiragnetic technology;

(xviii) “identit} information” means an information which may 
authenticate or identify an individual or an information system and 
enable access to any data or information system;

(xix) “information” includes text, message, data, voice, sound, database,
. video, signals, software, computer programmes, any forms of 

intelligence as defined under the Pakistan Telecommunication 
(Reorganization) Act, 1996 (XVII of 1996)^ and codes including 
object code and source code;

(xx) “information system” means an electronic system for creating, 
generating, sending, receiving, storing, reproducing, displaying, 
recording or processing any information; .

(xxi) “integriiy” means, in relation to an electronic document, 
electronic signature or advanced electronic signature, the 
electronic document, electronic signature or advanced electronic 
signature that has not been tampered with, altered or modified 
since a ])articular point in time:

■i

!
f

i
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i.. (xxii) “interference with information system or data" means and includes 
an unauthorized act in relation to an information system or data that 
may disturb its normal working or form with or without causing 
any actual damage to such system or data;

(xxiii) “investigation 4ency” means the law enforcement agency 
established by or designated under this Act;

xxiv) “minor” means, notwithstanding anything contained in any other 
law, any person who has not completed the age of eighteen years;

(xxv) “offence” means an offence punishable under this Act except when 
committed by a person under ten years of age or by a person above 
ten years of age and under fourteen years of age, who has not 
attained sufficient maturity of understanding to judge the nature and 
consequences of his conduct on that occasion;

xxvi) “rules” means rules made under this Act;

(ixvii) “seize” with respect to an information system or data includes 
taking possession of such system or data or making and retaining a 
copy of the data;

(> xviii) “service provider” includes a person who,—

(a) acts as a service provider in relation to sending, receiving, 
storing, processing or distribution of any electronic 
communication or the provision of other services in relation to 
electronic communication through an information system;

(b) owns, possesses, operates, manages or controls a public 
switched network or provides telecommunication services; or

(c) processes or stores data on behalf of such electronic 
communication service or users of such service;

xxix) “subscriber information” means any information held in any form 
by a service provider relating to a subscriber other than traffic data;

(xxx) “traffic data” includes data relating to a communication indicating 
its origin, destination, route, time, size, duration or type of service;

xxxi) “unauthorized access” means access to an information system or 
data which is not available for access by general public, without 
authorization or in violation of the terms and conditions of the 
authorization;
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“unauthorized interception" shall mean in relation to an information 
system or data, any interception without authorization; and

(xcxiii) "unsolicited information" means the information which is sent for 
commercial and marketing purposes against explicit rejection of the 
recipient and does not include marketing authorized under the law.

(2) Unless the context provides otherwise, any other expression used in 
this Act or rules madt: thereunder but not defined in this Act, shall have the same 
mean 
XLV 
Qano

j (jxxii)

f
ngs assigned to the expressions in the Pakistan Penal Code, I860 (Act 
of 1860), the Code of Criminal Procedure, 1898 (Act V of 1898) and the 
)n-e-Shahadat, 1984 (P.O.No.X of 1984). as the case may be.

CHAPTER Ht

OFFENCES AND PUNISHMENTS

3. Unauthorized access to inforraatiOD system or data.—Whoever 
lishonest intention gains unauthorized access to any information system or 
hall be punished with imprisonment for a term which may extend to three 
IS or with fine which may extend to fifty thousand rupees or with both.

with
dataJ mont

4, Unauthorized copying or transmission of data.—^^^'hoever with 
dishoiest intention and without authorization copies or otherwise transmits or 
cause: to be transmitted any data shall be punished with imprisonment for a term 
which may extend to six montlis, or with fine which may extend to one hundred 
thous Mid rupees or with botli.

5. Interference with information system or data.—Whoever with 
dishonest intention inierferes with or damages or causes to be interfered with or 
damages any part or whole of an information system or data shall be punished 
with imprisonment which may extend to two years or with fine which may 
extend to five hundreo thousand rupees or with both.

t

I

6. Unauthorized access to critical infrastructure information 
syste n or data.—^Whoever with dishonest intention gains unauthorized access to 
any critical infrastructure information system or data shall be punished with 
imprisonment which may extend to three yeans or with fine which may extend to 
one r lillion rupees or tvith both.

i

I

7. Unautfaiirized copying or transmission of critical infrastructure 
data.—Whoever wifr. dishonest intention and without authorization copies or 
otherivise transmits or causes to be transmitted any critical infrastructure data 
shall be punished with imprisonment for a term which may extend to five years, 
or wi th fine which may extend to five million rupees or with both.

I

.4

i

I
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( (
8. Interference with critical infrastructure information system or 

data.]—Whoever with dishonest intention interferes with or damages, or causes 
to be interfered with or damaged, any part or whole of a critical information 
system, or data, shall be punished with imprisonment which may extend to seven 
years or with fine which may extend to ten million rupees or with both.

I

i

9, Glorification of an offence.—(1) Whoever prepares or 
dissei linates information, through any information system or device, with the 
intent to glorify an offence relating to terrorism, or any person convicted of a 
crime relating to terrorism, or activities of proscribed organizations or individuals 
or gre ups shall be punished with imprisonment for a tenn which may extend to 
seven years or with fine which may extend to ten million rupees or with both.

Explanation.—For the purposes of this section “glorification”
includes depiction of any form of praise or celebration in a desirable
manner. »
10, Cyber terrorism.—Whoever commits or threatens to commit any 

of the offences under sections 6, 7, 8 or 9, where the commission or threat is with 
the in ent to,—

(a) coerce, intimidate, create a sense of fear, panic or insecurity in the 
Government or the public or a section of the public or community 
or sect or create a sense of fear or insecurity in society; or

(fa) advance inter-faith, sectarian or ethnic hatred; or

(c) advance the objectives of organizations or individuals or groups 
proscribed under the law, shall be punished with imprisonment of 
either description for a term which may extend to fourteen years or 
with fine which may extend to fifty million rupees or with both.

11, Hate speech.—Whoever prepares or disseminates information, 
through any information system or device, that advances or is likely to advance 
interfiith, sectarian or racial hatred, shall be punished with imprisonment for a 
term which may extend to seven years or with fine or with both.

12, Recruitment, funding and planning of terrorism.—^Whoever 
prepa es or disseminates information, through any information system'or device, 
that i ivites or motivates to fund, or recruits people for terrorism or plans for 
terror sm shall be punished with imprisonment for a term which may extend to 
seven years or with fine or with both.

13, Electronic forgery.—(I) Whoever interferes with or uses any 
inforr lation system, device or data, with the intent to cause damage or injury to 
the pi blic or to any person, or to make any illegal claim or title or to cause any 
person to part with property or to enter into any express or implied contract, or

I

I
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ntent to commit fraud by any input, alteration, deletion, or suppression of 
resulting in unauthentic data with the .intent that it be considered or acted 
'or legal purposes as if it were authentic, regardless of the fact that the data

with 
data, 
upon
is dirtctly readable and intelligible or not, shall be punished with imprisonment 
of either description 'or a term which may extend to three years, of with fine 
whicl may e.^tend to two hundred and fifty thousand rupees or with both.

(2) Whoever commits offence under sub-section (1) in relation to a 
critical infrastructure information system or data shall be punished with 
impri ionment for a t<;rm which may extend to seven years or with fine which 
may < xtend to five million rupees or with both.

14. Electronic fraud.—^Whoever with the intent for wrongful gain 
interf;res with or uses any information system, device or data or induces any 
persoi to enter into a relationship or deceives any person, which act or omission 
is lik ily to cause damage or harm to that person or any other person shall be 
punisied with imprisonment for a term which may extend to two years or with 
fine vrhich may exten d to ten million rupees or with both.

15, Making, obtaining, or supplying device for use in offence. — 
Whot ver produces, makes, generateSi adapts, exports, supplies, offers to supply 
or imports for use any information system, data or device, with the intent to be 
used or believing that it is primarily to be used to commit or to assist in the 
commission of an offence under this Act shall, without prejudice to any other 
liabil ty that he may incur in this behalf, be punished with imprisonment for a 
term which may extend to six months or with fine which may extend to fifty 
thous uid rupees or with both.

(

I
16. Unauthorized use of identity information.—(1) Whoever obtains, 

sells, possesses, traniimits or uses another person’s identify information without 
authorization shall bo punished with imprisonment for a term which may extend 
to thrje years or with fine which may extend to five million rupees, or with both.

i

(2) Any person whose identity information is obtained, sold, possessed, 
used 3r transmitted may apply to the Authority for securing, destroying, blocking 
access or preventing; transmission of identity information referred to in sub- 
secticn (1) and-the Authority on receipt of such application may take such 
meas ires as deemed appropriate for securing, destroying or preventing 
transmission of such identity information.

i

17. Unauthorized Issuance of SIM cards etc.—Whoever sells or 
other vise provides subscriber identity module (SIM) card, re-usable 
ident fication module (R-IUM) or universal integrated circuit card (UICC) or 
other module designed for authenticating users to establish connection with the 
network and to be used in cellular mobile, wireless phone or other digital devices

i

J uir.! ((.w liI
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as tablets, without obtaining and verification of the subscriber’s antecedents 
in the mode and manner for the time being approved by the Authority shall be 
punished with imprisonment for a term which may extend to three years or with 
fine ti'hich may extend to five hundred thousand rupees or with both.

such

18. Tampering, etc. of communication equipment.—Whoever 
unlav,'fully or without authorization changes, alters, tampers with or re-programs 
uniqie device identifier of any communication equipment including a cellular or 
wirel ;ss handset and starts using or marketing such device for transmitting and 
recei 'ing information shall be punished with imprisonment which may extend to 
three years or with fine which may extend to one million rupees or with both.

Explanation.-A “unique device identifier” is an electronic 
equipment identifier which is unique to a communication device.

19. Unauthorized interception.—Whoever with dishonest tintention 
comriits unauthorized interception by technical means of—•

(a) ariy transmission that is not intended to be and is not open to the 
public, from or within an information system; or

(b) electromagnetic emissions from an information system that are 
carrying data, shall be punished with imprisonment of either 
description for a tenn which may extend to two years or with fine 
which may extend to five hundred thousand rupees or with both.

20. Offences against dignity of a natural person.—(1) Whoever 
iohally and publicly exhibits or displays or transmits any information 
gh any information system, which he knows to be false, and intimidates or

harms the reputation or privacy of a natural person, shall be punished with 
imprisonment for a term which may extend to three years or with fine which may 
exter d to one million rupees or with both:

Provided that nothing under this sub-section shall apply to anything aired 
broadcast media or distribution service licensed under the Pakistan 

Electlronic Media Regulator)' Authority' Ordinance, 2002 (Xlll of 2002).

(

.1

i
inten
throu

by a

(2) Any aggrieved person or his guardian, where such person is a 
may apply to the Authority for removal, destruction of or blocking accessminor,

to suph information referred to in sub-section (1) and the Authority on receipt of 
application, shall forthwith pass such orders as deemed reasonable in the 
mstances including an order for removal, destruction, preventing ^ 
mission of or blocking access to such information and the Authority may 
lirect any of its licensees to secure such information including traffic data.

such
circu
trans
also
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21. Offences against modesty of a natural person and minor.— 

hoever intenlioiially and publicly exhibits or displays or transmits any 
infom ation which,—

(a) superimposes a photograph of the face of a natural person over any 
sexually jxplicit image or video; or

(b) includes a photograph or a video of a natural person in sexually
explicit conduct; or

(c) intimidatjs a natural person with any sexual act, or any sexually 
explicit image or video of a natural person; or

(d) cultivates, entices or induces a natural person to engage in a 
sexually explicit act.

(1) W

through an information system to harm a natural person or his reputation, or to 
evenge, or to ;reatc hatred or to blackmail, shall be punished with 
onment for a term which may extend to five years or with fine which may

take I 
impri:
extend to five million rupees or with both.

(2) Whoever commits an offence under sub-section (1) with respect to 
or shall be puni.shed with imprisonment for a term which may extend to 
years and with fine which may extend to five million rupees:

Provided that n case of a person who has been previously convicted of 
an ofience under sub-section (1) with respect to a minor shall be punished with 
inipri onment for a lenn of ten years and with fine.

a min 
seven

(3) Any aggrieved person or his guardian, where such person is a 
minoi, may apply to the Authority for removal, destruction of or blocking access 

h information relerred to in sub-section (1) and the Authority, on receipt ofto sue
such ipplication, shall forthwith pass such orders as deemed rea.sonable In the 
circumstances includ.ng an order for removal, destruction, preventing 
transi lission of or blocking access to such information and the Authority may 
also c irect any of its lit ensees to secure such information including traffic data.

22, Child'pornography.—(1) Whoever intentionally produces, offers 
ikes available, distributes or transmits through an information system or 

procures for himself or for another person or without lawful justification 
possesses material in an information system, that visually depicts—

(a) a minor engaged in sexually explicit conduct;

or m

!

(b) a person appearing to be a minor engaged in sexually explicit 
conduct; or

(c) realistic images representing a minor engaged in sexually explicit 
conduct; or

(d) discloses the identity of the minor.

i
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shal be punished with imprisonment for a term which may extend to seven years, 
or with fine which may extend to five million rupees or with both.

(2) Any aggrieved person or his guardian, where such person is a 
minor, may apply to the Authority for removal, destruction of or blocking access 
to sich information referred to in sub-section (1) and the Authority, on receipt of 
such application, shall forthwith pass such orders as deemed reasonable in the 
circi mstances, including an order for removal, destruction, preventing 
transmission of or blocking access to such information and the Authority may 
also direct any of its licensees to secure such information including traffic data.

23. Malicious code.—Whoever willfully and without authorization 
writes, offers, makes available, distributes or transmits malicious code through an 
infoimation system or device, with intent to cause harm to any information 
syshm or,data resulting in the corruption, destruction, alteration, suppression, 
theft or loss of the information system or data shall be punished with 
imprisonment for a term which may extend to two years or with fine which may 
extend to one million rupees or with both.

I Explanation.—For the purpose of this section, the expression 
“malicious code” includes, a computer program or a hidden function in a 
program that damages an information system or data or compromises the 
performance of such system or availability of data or uses it without 
proper authorization.

24. Cyber stalking.—(1) A person commits the offence of cyber 
stalking who, with the intent to coerce or intimidate or harass any person, uses 
information system, information system network, the Internet, website, electronic 
mail or any other similar means of communication to—

. i •

(a) follow a person or contacts or attempts to contact such person to - 
foster personal interaction repeatedly despite a clear indication of 
disinterest by such person;

(b) monitor the use by a person of the internet, electronic mail, text 
message or any other form of electronic communication;

(c) watch or spy upon a person in a manner that results in fear of 
violence or serious alann or distress, in the mind of such person; or

(d) lake a photograph or make a video of any person and displays or
distributes it without his consent in a manner that harms a person.—•

T

(2) Whoever commits the offence specified in sub-section (1) shall 
inished with imprisonment for a term which may extend 10 three years or 
fine which may extend to one million rupees or with both;

be p 
with

*
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Provided that f victim of the cyber stalking under sub-section (1) is a 
minoj- the punishment may extend to five years or with fine which may extend to 
ten million rupees or with bothi

(3) Any aggneved person or his guardian, where such person is a 
mino •, may apply to the Authority for removal, destruction of or blocking access 
to su( h information reierred to in sub-section (1) and the Authority, on receipt of 
such application, shall forthwith pass such orders as deemed reasonable in the 
circumstances includ ng an order for removal, destruction, preventing 
transmission of or blocking access to such information and the Authority may 
also (irect any of its licensees to secure such information including traffic data.

25, Spamming.—(1) A person commits the offence of spamming, who 
with intent transmits harmful, fraudulent, misleading, illegal or unsolicited 
infonnation to any perton without permission of the recipient or who causes any 
infonnation system to !;how any such information for wrongful gain.

(2) A person including an institution or an organization engaged in 
direci marketing shall provide the option to the recipient of direct marketing to 
unsul scribe from such marketing.

(3) Whoever commits the offence of spamming as described in 
sub-s«:tion (1) by t'ansmitting harmful, fraudulent, misleading or illegal 
infonnation, shall be punished with imprisonment for a term which may extend 
to thi ee months or with fine of rupees fifty thousand which may extend upto 
rupees five million or with both.

(4) Whoever commits the offence of spamming as described in 
sub-ssetion (1) by tri.nsmitting unsolicited information, or engages in direct 
mark ;ting in violation 5f sub-section (2), for the first time, shall be punished with 
fine I ot exceeding fifty thousand rupees, and for every subsequent violation shall 
be pinished with fine not less than fifty thousand rupees that may extend up to 
one niillion rupees.

26, Spoofing.—(1) Whoever with dishonest intention establishes a 
webs te or sends any information with a counterfeit source intended to be 
belie 'ed by the recipient or visitor of the website, to be an authentic source 
commits spoofing.

(2) Whoever commits spoofing shall be punished with imprisonment 
for a term which may t ktend to three years or with fine which may extend to five 
hund ed thousand rupees or with both,

27, Legal recognition of offences committed in relation to 
information system.—(1) Notwithstanding anything contained in any other law 
for the time being in force, an offence under this Act or any other law shall not be

j

i
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"f ■ i denied legal recognition and enforcement for the sole reason of such offence 

being committed in relation to or through the use of an information system.

(2) References to "property" in any law creating an offence in relation 
to or :onceming property, shall include information system and data.

28. Pakistan Penal Code, 1860 (Act XLV of I860) to apply.—The 
dons of the Pakistan Penal Code, 1860 (Act XLV of 1860), to the extent notprovi

inconsistent with anything provided in this Act, shall apply 10 the offences 
provi led in this Act. ,

CHAPTER in
I ESTABLISHMENT OF INVESTIGATION AGENCY AND PROCEDURAL 

POWERS FOR INVESTIGATIONI

29. EstablishnieDt of investigation agency.—(1) The Federal 
Government may establish or designate a law enforcement agency as the 
investigation agency for the purposes of investigation of offences under this Act.

(2) Unless otherwise provided for under this Act, the investigation 
agcni y and the authorized officer shall in all matters follow the procedure laid 
dowr in the Code to the extent that it is not inconsistent with any provision of 
this

(3) The investigation agency shall establish its own capacity for 
foreJsic analysis of the data or in information systems and the forensic analysis 
reports generated, by the investigation agency shall not be inadmissible in 
evidence before any court for the sole reason that such reports were generated by 
the ir vestigation agency.

(4) Notwithstanding provisions of any other law, the Federal 
Gove rnment shall make rules for appointment and promotion in the investigation 
agen >y including undertaking of specialized courses in digital forensics, 
infoniation technology, computer science and other related matters for training 
of th; officers and staff of the investigation agency.

30. Power to investigate.—Only an authorized officer of the 
invei ligation agency shall have the powers to investigate an offence under this 
Act:

4

I

Provided that the Federal Government or the Provincial Government 
as the case may be, constitute one or more joint investigation teamsmay,

comprising of an authorized officer of the investigation agency and any other law 
enfo: cement agency for investigation of an offence under this Act and any other 
law lor the time being in force.

I
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s - 31, Expedited preser\’ation and acquisition of data.—(1) If an 

author sed officer is satisfied that—

(a) specific iata stored in any information system or by means of an 
informat on system is reasonably required for the purposes of a 
criminal investigation; and •

(b) there is a risk or vulnerability that the data may be modified, lost, 
destroyed or rendered inaccessible,

the authorizet. officer may, by written notice given to tlie person in 
of the information system, require that jterson to provide that data or to 
that the data specified in the notice be preserved and the integrity thereof 

Is maijitained for a period not exceeding ninety days as specified in the notice:

Provided that the authorized officer shall immediately but not later than 
-four hours bring to the notice of the Court, the fact of acquisition of such 

data the Court on receipt of such information may pass such orders as 
deeimd appropriate in the circumstances of the case including issuance of 
warrajits for retention jf such data or otherwise.

(2) The period provided in sub-section (I) for preservation of data may 
be extended by the Court if so deemed necessary upon receipt of an application 
from the authorized officer in this behalf.

32. Retention of traffic data.—(1) A service provider shall, within its 
existing or required technical capability, retain its specified traffic data for a 
minimum period of oie year or such period as the Authority may notify from 
time to time and, subject to production of a warrant issued by the Court, provide 
that cata to the investigation agency or the authorized officer whenever so 
requiied.

I

contro
ensure
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(2) The service providers shall retain the traffic data under sub-section 
(1) b,' fulfilling all the requirements of data retention and its originality as 
provided under sections 5 and 6 of the Electronic Transactions Ordinance, 2002 
(LI 012002).

(3) Any owner of the information system who is not a licensee of the.
Authority and violates sub-section (I) shall be guilty of an offence punishable, if 
committed for the first time, with fine which may extend to ten million rupees 
and upon any subsequent conviction shall be punishable with imprisonment 
which may extend to six months or with fine or with both:

Provided that where the violation is committed by a licensee of the 
Auth irity, the same shall be deemed to be a violation of the terms and conditions 
of tie licensee ard shall be treated as such under the Pakistan 
Telecommunication (F.e-organization) Act, 1996 (XVII of 1996).

I
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33. Warramt for search or seizure.—(1) Upon an application by an 
)nzed bfllccr that demonstrates to the satisfaction of the Court that there 
reasonable grounds to believe that there may be in a specified place an

auth( 
exist
infoitnation system, data, device or other articles that—

(a) may reasonably be required for the purpose of a criminal 
investigation or criminal proceedings which may be material as 
evidence in proving a specifically identified offence made out 
under this Act; or

(b) has been acquired by a person as a result of the commission of an 
offence, the Court may issue a warrant which shall authorize an 
officer of the investigation agency, with such assistance as may be 
necessary, to enter the specified place and to search the premises 
and any information system, data, device or storage medium 
relevant to the offence identified in the application and access, seize 
or similarly secure any information system, data, device or other 
articles relevant to the offence identified in the application.

(2) In circumstances involving an offence under section 10, under 
which a warrant may be issued but cannot be obtained without the apprehension 
of dc struction, alteration or loss of data, information system, data, device or other 
artic es required for investigation, the authorized officer, who shall be a Gazetted 
officer of the investigation agency, may enter the specified place and search the 
pren ises and any information system, data, device or other articles relevant to the 
offence and access, seize or similarly secure any information system, data, device 
or other articles relevant to the offence:

Provided that the authorized officer shall immediately but not later than 
twer ty-four hours bring to the notice of the Court, the fact of such search or 
seizi re and the Court on receipt of such information may pass such orders as 
deemed appropriate in the circumstances of the case.

34. Warrant for disclosure of content data.—(1) Upon an application 
by an authorised officer that demonstrates to the satisfaction of the Court that 
then exist reasonable grounds to believe that the content data stored in an 
infoimation system is reasonably required for the purpose of a criminal 
in\ e Jtigation or criminal proceedings with respect to an offence made out under 
this Act, the Court may, after recording reasons, order that the person in control 
of lie data or information system, to provide such data or access to such data to 
the i uthorized officer.

(2) The period of a warrant issued under sub-section (1) may be 
ided beyond seven days if, on an application, a Court authorizes an 

exte rision for a further period of time as may be specified by the Court.
exte
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4
35. Powers of an autborir.ed officer,—(1) Subject to provisions of 

this /^ct, an authorized officer shall have the powers to—

(a) have access to and inspect the operation of any specified 
information system;

(b) use or cause to be used any specified information system to search 
any specified data contained in or available to such system;

(c) obtain aid copy only relevant data, use equipment to make copies
and obta in an intelligible output from an information system;

«
(d) have access to or demand any information in readable and 

comprehensible format or plain version;

(e) require any person by whom or on whose behalf, the authorized 
officer f.as reasonable cause to believe, any information system has 
been used to grant access to any data within an information system 
within tlie control of such person;

(f) require My person having charge of or otherwise concerned with 
the opeiation of any information system to provide him reasonable 
technical and other assistance as the authorized officer may require 
for inve >tigation of an offence under this Act; and

(g) require any person who is in possession of decryption information 
of an information system, device or data under investigation to 
grant him access to such data, device or information system in 
unencrypted or decrypted intelli^blc format for the purpose of 
investigating any such offence;

Explanation.—Decryption information means information or 
technology that enables a person to readily retransform or 
unscramble encrypted data from its unreadable form and from 
ciphereil data to intelligible data.

(2) In exercise of the power of search and seizure of any information 
syst :m, program or data the authorized officer at all times shall,—

(a) act with proportionality;

(b) take all precautions to maintain integrity and secrecy of the 
information system and data in respect of which a warrant for 
search (>r seizure has been issued;

I

I
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(c) not disrupt or interfere with the integrity or running and operation 
of any information system or data that is not the subject of the 
offences identified in the ^plication for which a vyarrant for search 
or seizure has been issued;

(d) avoid disruption to the continued legitimate business operations and 
the premises subjected to search or seizure under this Act; and

(e) avoid disruption to any information system, program or data not
connected with the information system that is not the subject of the 
offences identified in the application for which a warrant has been 
issued or is not necessary for the investigation of the specified 
offence in respect of which a warrant has been issued.

(3) When seizing or securing any data or information system, Jthe 
authjarized officer shall make all efforts to use technical measures to maintain its 
inteijity and chain of custody. The authorized officer shall seize an information 
system, data, device or articles, in part or in whole, as a last resort only in the 
ever t where it is not possible under the circumstances to use such technical 
mea ;ures or where use of such technical measures by themselves shall not be 
sufficient to maintain the integrity and chain of custody of the data or 
info mation system being seized.

(4) Where an- authorized officer seizes or secures any data or 
malion system, the authorized officer .shall ensure that data or information

systi m while in the possession or in the access of the authorized officer is not 
releised to any other person including competitors or public at large and details 
including log of any action performed on the information system or data is 
mail tained in a manner prescribed under this Act.

36. Dealing with seized data or infonnation system.—(1) If any data 
or it forrriation system has been seized or secured'following a search or seizure 
und( r this Act, the authorized officer who undertook the search or seizure shall, 
at the time of the seizure,—

(a) make a list ol‘ what has been seized or rendered inaccessible, with 
the date and time of .seizure; and

(b) give a copy of that list to,—

(i) the occupier of the premises; or

(ii) the owner of the data or information system; or

' (iii) the person from whose possession the data or infonnation
system has been seized, in a prescribed manner in the 
presence of two witnesses.

info
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(2) The authorized officer, upon an application of the owner of the data 
or inlfonnation system or an authorized agent of the owner and on payment of 
presc ribed costs, shall provide forensic image of the data or information system 
to the owner or his autliorized agent within a time prescribed under this Act.

(3) If the authorized officer has reasons to believe that providing 
forensic image of the data or information system to the owner under sub-section (2) 
may jrejudice,—

(a) the investigation in connection with which the search was carried 
out; or

(b) another ongoing investigation; or

(c) any criminal proceedings that are pending or that may be brought in 
relation to any of those investigations, the authorized officer shall, 
within seven days of receipt of the application under sub-section (2), 
approach the Court for seeking an order not to provide copy of the 
seized data or information system.

(4) The Court, upon receipt of an application from an authorized 
offic(!r under sub-section (3), may after recording reasons in writing pass such 
order as deemed appro Driate in the circumstances of the case.

(5) The costs associated with the exercise of rights under this section 
shall be borne by the p Jrson exercising these rights.

1

37. Unlawful ou-llne content.—(1) The Authority shall have the 
powe r to remove or block or issue directions for removal or blocking of access to 
an information through any information system if it considers it necessary in the 
inten st of the glory of Islam or the integrity, security or defence of Pakistan or 
any f art thereof, public order, decency or morality, or in relation to contempt of 
court or commission of or incitement to an offence under this Act.

i

(2) The Autl.ority shall, with the approval of the Federal Government, 
prescribe rules providing for, among other matters, safeguards, transparent 
process and effective oversight mechanism for exercise of powers under 
sub-section (1).

(3) Until such rules are prescribed under sub-section (2), the Authority 
powers under this Act or any other law for the time being in 

in accordance with the directions issued by the Federal Government not 
sistent with the provisions of this Act

shall
force
incon

exercise its

(4) Any person aggrieved from any order pa.s.sed by the Authority 
sub-section (1), may file an application with the Authority fof review of 

der within thirty days from the date of passing of the order.
uiidei 
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V (5) An appeal against the decision of the Authority in review shall lie 
before the High Court within thirty days of the order of the Authority in review,

3S. Limitation of liability of service providers.—(1) No service . 
provider shall be subject to any civil or criminal liability, unless it is established 
that the service provider had specific actual knowledge and willful intent to 
proa:tively and positively participate, and not merely through omission or failure 
to act, and thereby facilitated, aided or abetted the use by any person of any 
infoimation system, service, application, online platform or telecommunication 
syst( m maintained, controlled or managed by the seryice provider in connection 
with a contravention of this Act or rules made thereunder or any other law for the 
time being in force:

Provided that the burden to prove that a service provider had specific 
actu il knowledge, and wiilfiil intent to proactively and positively participate in 
any ict that gave rise to any civil or criminal liability shall be upon the person 
allej ing such facts and no interim or final orders, or directions shall be issued 
with respect to a service provider by any investigation agency or Court unless 
such facts have so been proved and determined:

Provided further that such allegation and its proof shall clearly identify 
with specificity the content, material or other aspect with respect to which civil or 
criminal liability is claimed including but not limited to unique identifiers such as 
the account Identification (Account ID), Uniform Resource Locator (URL), Top 
Levd Domain (TLD), Internet Protocol Addresses (IP Addresses), or other 
uniq je identifier and clearly state the statutory provision and basis of the claim.

(2) No service provider shall under any circumstance be liable under 
this Act, rules made thereunder or any other law for maintaining and making 
avai able the provision of their service in good faith.

(3) No service provider shall be subject to any civil or criminal liability 
as a result of informing a subscriber, user or end-users affected by any claim, 
noti< e or exercise of any power under this Act, rules made thereunder or any 
olhe ■ law:

1

I

I
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Provided that the service provider, for a period not exceeding fourteen 
days shall keep confidential and not disclose the existence of any investigation 
or e: zeroise of any power under this Act when a notice to this effect is served 
upor it by an authorized officer, which period of confidentiality may be extended 
beyend fourteen days if, on an application by the authorized officer, the Court 
aulh irizcs an extension for a further specified period upon being satisfied that 
reasonable cause for such extension exists.

. (4) No service provider shall be liable under this Act, rules made 
ther< under or any other law for the disclosure of any data or other information 
that :he service provider discloses only to the extent of the provisions of this Act.

♦
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(5) No servioe provider shall be under any obligation to proactively 
monitor, make inquiries about material nr content hosted, cached, routed, 
relay ;d, conduit, transmitted or made available by such intermediary or service 
provilder.

39. Real'time collection and recording of information.:—(t) If a 
Cour is satisfied on the basis of information furnished by an authorized oflicer 
that t lere are reasonab e grounds to believe that the content of any information is 
reasonably required ft)r the purposes of a specific criminal investigation, the 
Cour may order, with respect to information held by or passing through a service 
provider, to a designated agency as notified under the Investigation for Fair Trial 
Act, 2013 (I of 2013) or any other law for the time being in force having 
capability to collect real time information, to collect or record such information 
in red-time in coordination with the investigation agency for provision in the 
prescribed manner;

Provided that r.uch real-time collection or recording shall not be ordered 
for a period beyond what is absolutely necessary and in'any event for not more 
than ieven days.

(2) Notwithstanding anything contained in any law to the contrary the 
infor nation so collected under sub-section (1) shall be admissible in evidence.

(3) The peri'xl of real-time collection or recording may be extended 
beyo id seven days if, on an application, the Court authorizes an extension for a 
fiirthiir specified perioil.

(4) The Court may also require the designated agency to keep 
confi iential the fact of the execution of any power provided for in this section 
and a,ny information relating to it.

(5) The application under sub-sections (t) and (2) shall in addition to 
subst mtive grounds and reasons also,—

(a) explain v^hy it is believed that the data sought will be available with 
the person in control of an information system;

(b) identify and explain with specificity the type of information likely 
to be fouid on such information system;

(c) identify tmd explain with specificity the identified offence made out 
under thi s Act in respect of which the warrant is sought;

(d) if aulhorty to seek real-time collection or recording on more than 
one occasion is needed, explain why and how many further 
disclosurjs are needed to achieve the purpose for which the warrant 
is to be issued;

/
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(c) specify what measures shall be taken to prepare and ensure that the 

real-time collection or recording is carried out whilst maintaining 
the privacy of other users, customers and third parties and without 
the disclosure of information of any person not part of the 
investigation;

(f) explain why the investigation may be frustrated or seriously 
prejudiced unless the real time collection or recording is perrhitted;
and

(g) why, to achieve the purpose for which the warrant is being applied, 
real time collection or recording by the person in control of the 
information system is necessary.

40. Forensic laboratory.—The Federal Goverament shall establish or 
desgnate a forensic laboratory, independent of the investigation agency, to 
pro/ide expert opinion before the Court or for the benefit of the investigation 
agetcy in relation to electronic evidence collected for purposes of investigation 
and prosecution of offences under this. Act.

41. Confidentiality of information.—Notwithstanding immunity 
granted under any other law for the time being in force, any person including a 
sen ice provider while providing services under the terms of lawful contract or 
otherwise in accordance with the law, or an authorized officer who has secured 
access to any material or data containing personal information about another 
pert on, discloses such material to any other person, except when required by law-, 
without the consent of the person concerned or in breach of lawful contract with 
the intent to cause or knowing that he is likely to cause harm, wrongful loss or 
gait to any person or compromise confidentiality of such material or data shall 
be ])unished with imprisonment for a term which may extend to three years or 
witl fine which may extend to one million rupees or with both:

Provided that the burden of proof of any defense taken by an accused 
service provider dr an authorized officer that he was acting in good faith, shall be* 
on such a service provider or the authorized officer, as the case may be.

CHAPTER IV

IN TERNATIONAL COOPERATION

42. International cooperation.—(1) The Federal Government may 
upon receipt of a request, through the designated agency under this Act, extend 
sucl cooperation to any foreign government, 24 x 7 network, any foreign agency 
or aiy international organization or agency for the purposes of investigations or 
proceedings concerning offences related to information systems, electronic

j
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cor imunication or drta or for the collection of evidence in electronic form 
reh ting to an otYence or obtaining expeditious preservation and disclosure of data 
by neans of an infonriation system or real-time collection of data associated with 
spe :ified communicat ons or interception of data under this Act

(2) The Federal Government may forward to a foreign government, . 
24x7 network, any foreign agency or any international agency or organization 
any information obtained from its own investigations if it considers that the 
disclosure of such information might assist the other government, agency or 
orgmization etc., as the case be, in initiating or carrying out investigations or 
pro :eedings concerair;g any offence under this Act.

(3), The Federal Government shall require the foreign government, 
24 :c 7 network, any foreign agency or any international organization or agency to 
kee j the information [irovided confidential and use it strictly for the purposes it is 
pro dded.

(4) The Federal Government may, through the designated agency, send 
and answer requests for mutual assistance the execution of such requests or their 
transmission to the auchorities competent for their execution.

(5) The Federal Government may refuse to accede to any request made 
by 1 foreign government, 24 x 7 network, any foreign agency or any international 
orgi inization or agency, if,—

(a) it is of the opinion that the reque.st, if granted, would prejudice 
sovereignty, security, public order or other essential public interest 
of Pakistan;

Cb) the offe.ice is regarded by the Federal Government as being of a 
political nature;

there are substantial grounds for believing that the request for 
assistance has been made for the purpose of prosecuting a person 
on account of that person's race, sex, religion, nationality, ethnic 
origin cr political opinions or that that person's position may be 
prejudiced for any of those reasons;

(c)

(d) the request relates to an offence the prosecution of which in the 
requcstiig State may be incompatible with the laws of Pakistan;

the assi,stance requested requires the Federal Government to carry 
out compulsory measures that may be inconsistent with the laws or 
practices of Pakistan had the offence been the subject of 
investigation or prosecution under its own jurisdiction; or

(e)
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(f) the request concerns an oficnce which may prejudice an ongoing 
investigation or trial or rights of its citizens guaranteed under the 
Constitution.

(6) Where the Federal Government decides to provide the requested 
cooperation, the relevant requirements and safeguards provided under this Act 
and I ules framed thereunder shall be followed.

(7) The designated agency shall maintain a register of requests received 
from any foreign government, 24 x 7 network, any foreign agency or any 
inter rational organization or agency under this Act and action taken thereon.

CHAPTER-V

PROSECUTION AND TRIAL OF OFFENCES

43. Offences to be componndable and non*cognizable.—(1) Ail 
offerees under this Act, except the offences under sections 10, 21 and 22 and 
afaetr rent thereof, shall be non-cognizable, bailable and compoundable;

Provided that offences under section 17 shall be cognizable by the 
investigation agency on a written complaint by the Authority.

(2) Offences under sections 10, 21 and 22 and abetment thereof shall 
be nc n-bailable, non-compoundable and cognizable by the investigation agency.

44. Cognizance and trial of offences.—{!) The Federal Government, In 
const Itation with the Chief Justice of respective Hi^ Court, shall designate 
presiding officers of the Courts to try offences under this Act at such places as 
deemed necessary.

(2) The Federal Government shall, in consultation with the Chief 
Justice of respective High Court, arrange for special training of the presiding 
officers of the Court to be conducted by an entity notified by the Federal 
Govenment for training on computer sciences, cyber forensics, electronic 
transi ctions and data protection.

(3) Prosecution and trial of an offence under this Act committed by a 
minoi shall be conducted under the Juvenile Justice System Ordinance, 2000 
{XX1 of 2000).

I

(4) To the extent not inconsistent with this Act, the procedure laid 
down under the Code and the Qanoon-e-Shahadat, 1984 (P.O.No.X of 1984), 
shall « followed. .

45. Order for payment of compensation.—(1) The Court may, in 
additi Jn to award of any punishment including fine under this Act, make an order 
for payment of compensation to the victim for any damage or loss caused and the 
comp msation so awarded shall be recoverable as arrears of land revenue:

t

I
I



;
<

/ 768 THE GAZETFE OF PAKISTAN. EXTRA., AUGUST 22, 2016 [Part ir
Provided that the compensation awarded by the Court shall not prejudice 

any right to a civil remedy for the recovery of damages beyond the amount of 
com pensation so awarded.

46. Appointment of amicus curiae and seeking expert opinion.—^The 
Cou 1 may appoint amicus curiae or seek independent expert opinion on any 
matter connected with a case pending before it.

47. Appeal.—An appeal agaimst the final Judgment or order of a Court 
shal , within thirty days from the date of provision of its certified copy free of 
cost, lie—

(a) to the High Court concerned against such judgment or order if 
passed fcy a court of sessions; or

(b) to the court of sessions concerned against such judgment or order if 
passed b y a magistrate.

CHAPTER VI

PREVENTIVE MEASURES

48. Prevention of electronic crimes.—^1) The Federal Government or 
the y Authority, as the case may be, may issue directives to be followed by the 
own irs of the designated information systems or service providers in the interest 
of pi eventing any offence under this Act.

(2) Any owner of the information system who is not a licensee of the 
orily and violates the directives issued under sub-section (1) shall be guilty 

of an offence punishable, if committed for the first time, with fine which may 
exietid to ten millicn rupees and upon any subsequent conviction shall be 
punishable with imprisonment which may extend to six months or with fine or 
with both:

Autb

Provided that where Ihe violation is committed by a licensee of the 
ority, the same shall be deemed to be a violation of the terms and conditions 

of he licensee rnd shall be treated as .such under the Pakistan 
Telecommunication (Re-organization) Act, 1996.

49. Computer emergency response teams.—(I) The Federal 
mment may constitute one or more computer emergency response teams to 
nd to any threat against or attack on any critical infrastructure information 
ns or critical infrastructure data, or widespread attack on information 
ns in Pakistan.

Auth
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(2) A computer emergency response team crmstituted under sub-section (1) 
may comprise of technical experts of known expertise officers of any intelligence 
or agency or any sub-set thereof.

(3) A computer emergency response team shall respond to a threat or 
atttek without causing any undue hindrance or inconvenience to the use and 
access of the information system or data as may be prescribed.

CHAPTER VII

MISCELLANEOUS

50. Relation of the Act with other laws.—(1) The provisions of this 
Act shall have effect not in derogation of the Pakistan Penal Code, 1860 (Act 
XL^/ of 1860), the Code of Criminal Procedure, 1898 (Act V of 1898), the 
Qai oon-e-Shahadat, 1984 (P O. No. X of 1984), the Protection of Pakistan Act, 
2014 (X of 2014) and the Investigation for Fair Trial Act, 2013 (1 of 2013).

(2) Subject to sub-section (1), the provisions of this Act shall have 
effect notwithstanding anything to the contrary contained in any other law on the . 
sub eel for the time being in force.

51. Power to make rules.—(1) The Federal Government may, by 
notification in the official Gazette, make rules for carrying out purposes of this
Act

(2) Without prejudice to the generality of the foregoing powers, such 
rules may specify,—

(a) qualifications and trainings of the officers and staff of the
investigation agency and prosecutors;

(b) powers, functions and responsibilities of the investigation agency, 
its officers and prosecutors;

(c) standard, operating procedures of the investigation agency;

(d) mode and manner in which record of investigation under this Act 
may be maintained;

(e) manner to deal with the seized data, information system, device or 
other articles;

(0 working of joint investigation teams;

r '
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(g) requiremeits for seeking permission of the Authority to change, 

alter or re-programme unique device identifier of any 
comnrtunication equipment by any person for research or any other 
legitimate purpose;

(h) procedure for seeking appropriate orders of the Authority for 
removal, destruction or. blocking access to information under this 
Act;

(i) constitution of computer emergency response team and the standard 
operating jjrocedure to be adopted by such team;

(j) appointment of designated agency having capability to collect real 
time information;

(k) manner of coordination between the investigation agency and other 
law enfor;ement and intelligence agencies including designated 
agency;

(1) for management and oversight of the forensic laboratory;

(m) qualifications and trainings of the officers, experts and staff of the 
forensic laboratory;

(n) powers, functions and responsibilities of the forensic laboratory, its 
officers, experts and staff;

(o) standard operating procedures of the forensic laboratory to interact 
with the investigation agency;

(p) manner of soliciting and extending international cooperation; and

(q) matters co nnected or ancillary thereto.

52. Removal of difficulties.—If any difficulty arises in giving effect to 
the provisions of this Act, the Federal Government may, within two years of the 
comm mcement of this Act and by order published in the official Gazette, make 
such provisions not inconsistent with the provisions of this Act as may appear to 
be necessary for removi ig the difficulty.

53. Report t<i Parliament.—The agency designated or established 
under iection 29 of the .\ct shall submit a half yearly report to both houses of the 
Parliarient for consideration by the relevant Committee in camera, in respect of 
its activities, without disclosing identity information, in a manner as prescribed 
under his Act.
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54. Amendmeot of Electronic Transactions Ordinance, 2002 
(LI of 2002) and pending proceedings.—(1) Sections 36 and 37 of the 
Electronic Transactions Ordinance, 2002 (LI of 2002) are omitted.

(2) Any action taken by or with the approval of the Authority or 
proct edings pending under the provisions of the Electronic Transactions 
Ordinance, 2002 (LI of 2002) repealed by sub-section (1), shall continue and be 
deerr ed to have been taken or initiated under this Act.

55. Savings of powers.—^Nothing in this Act shall affect, limit or 
prejudice the duly authorized and lawful powers and functions of the institutions 
controlled by the Governments exercised and perfomied in good faith.

ACT NO. XU OF 2016
)

An Acf further to amend the Banks (Nationalization) Act, 1974

WitHRKAS it is expedient further to amend the Banks (Nationalization) 
974 (XIX of 1974), for the purposes hereinafter appearing;Act.

And whereas the Supreme Court of Pakistan in a case reported as 
‘Muhammad Idris vs Federation of Pakistan, PLD 2011 SC 213’ held that the 
amendments in question in section 11 of the Banks (Nationalization) Act, 1974, . 
did n )t fall within the ambit of sub-clause (a) to (g) of clause (2) of Article 73 of 
the Constitution thus could not have been introduced by way of Finance Act, 
2007;

It is hereby enacted as follows:—

1. Short title and commencement.—^This Act may be called the 
Bank; (Nationalization) (Amendment) Act, 2016,

(2) It shall come into force at once and shall be deemed to have taken 
effect on the ist July, 2007.

Amendment of section 11, Act XIX of 1974.—In the Banks 
_ (Nationalization) Act, 1974 (XIX of 1974), in section 11,—

(a) in sub-section (i ), for clause (b), Ihc following shall be substituted, 
namely:—

2,

I

“(b) not less than five and not more than seven other members 
including one or more directors whose election by the private 
shareholders, removal and other matters shall be governed by the 
Companies Ordinance, 1984 (XLVII of 1984).” ;and '

I
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(i) after the word “Board”, tlie words “representing the Federal 
Government’s direct and indirect shareholding", shall be 
added; and

(ii) for clause (d), the following shall be substituted, namely:—

“(d) may be re-appointed for second and final term by the 
Federal Government, in consultation with the State Bank of 
Pakistan, for a further period of three years.”.

ABDUL JABBARALl, 
Secretary.

PUB
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